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MSPRP User Guide Confidentiality Statement

Confidentiality Statement

The collection of this information is authorized by Section 1862(b) of the Social Security Act
(codified at 42 U.S.C 1395y(b)) (see also 42, C.F.R. 411.24). The information collected will be
used to identify and recover past conditional and mistaken Medicare primary payments and to
prevent Medicare from making mistaken payments in the future for those Medicare Secondary
Payer situations that continue to exist. The Privacy Act (5 U.S.C. 552a(b)), as amended, prohibits
the disclosure of information maintained by the Centers for Medicare & Medicaid Services (CMS)
in a system of records to third parties, unless the beneficiary provides a written request or explicit
written consent/authorization for a party to receive such information. Where the beneficiary
provides written consent/proof of representation, CMS will permit authorized parties to access
requisite information.
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Chapter 1: Summary of Version 4.9 Updates

The following update has been made in Version 4.9 of the Medicare Secondary Payer Recovery
Portal (MSPRP) User Guide:

To improve the dispute resolution process, beneficiaries and authorized users logged in using
multi-factor authentication (MFA) can now use tooltips when hovering over codes listed on the
Claims Listing and Redetermination (First Level Appeal) Submission pages to view descriptions
of diagnosis codes, Current Procedural Terminology/Healthcare Common Procedure Coding
System (CPT/HCPCS) codes, and Diagnosis Related Group (DRG) codes. These pages also now
show a list of reported diagnosis codes with the version indicator (Sections 14.1.2.5 and 16.1.3).

To prevent beneficiary-debtor cases being created in error, insurers or insurer representatives
reporting an MSP no-fault or workers’ compensation beneficiary-debtor lead will be required to
acknowledge this action before continuing through case creation (Section 13.1.1).

Users should not upload documents with formats larger than 8.5 x 11 inches (Sections 14.1.2,
16.1.4, 16.2.3, and 16.3.3).

To improve customer service, the Forgot Password feature on the Welcome to the MSPRP page
now allows users to unlock their account, if locked after three unsuccessful login attempts, or to
reactivate an inactive account (Sections 6.3, 6.4, 7.5, and 18.7).

The Letter Activity tab of the Case Information page has been updated to allow users to view and
print outgoing correspondence on the MSPRP. This page now allows beneficiaries or authorized
representatives logged in using MFA to click the Correspondence Type to open a PDF of outgoing
correspondence using a new Images for Correspondence Type page (Section 14.1.1.4).

To better communicate the precise status of debts, the Case Information page header and Payment
Information tab have been updated. The header has new fields when ongoing responsibilities for
medicals (ORM) is present and when a case is referred to Treasury. In addition, the Payment
Information tab has an updated status note value, rearranged fields, and a new Conditional
Payment Letter Amount field. The case status of Extended Repayment has also been added
(Sections 14.1, 14.1.1.1, and Table 14-11).

To address a requirement to show the American Medical Association (AMA) copyright notice
wherever CPT codes are viewable, a copyright statement has been added to the electronic
Payment Summary Form (Figure 14-18) and to the Claims Listing page for beneficiaries and users
who log in using MFA (Figure 14-24).

While it is clear that account managers (AMs) and account designees (ADs) can submit or request
authorizations for someone else through the MSPRP, the guide has been updated to clarify that
beneficiaries can do the same when accessing MSPRP through the MyMedicare.gov website
(Section 14.1.2.1).
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Chapter 2: Introduction

21 Overview

The Medicare Secondary Payer Recovery Portal (MSPRP) is a secure web-based application that
provides attorneys, representatives, beneficiaries, insurers, claimants, and recovery agents the
ability to access and update certain Medicare Secondary Payer (MSP) case-specific information.
Cases can come from the Benefits Coordination & Recovery Center (BCRC) and from the
Commercial Repayment Center (CRC). Case IDs displayed in the application will either be the
“BCRC Case ID” (BCRC insurer cases and all beneficiary cases) or the “CRC Recovery ID”
(CRC insurer cases).

Online, users can distinguish between BCRC and CRC cases in two ways: by the format of their
Case ID and by the correspondence received for the cases. The case ID is a 15-digit number in
HiHtHE #HH #HH# format. BCRC case IDs begin with the number two (2), while CRC Case IDs
begin with the number three (3).

The MSPRP allows users to:

e Submit beneficiary Proof of Representation (POR), beneficiary Consent to Release (CTR), or
Recovery Agent Authorization.

e Request an update to a conditional payment amount.

e Request an electronic conditional payment letter with Current Conditional Payment Amount.

e Request a mailed copy of the conditional payment letter.

e View/Dispute claims included in a conditional payment letter.

e Request that a case be put into the Final Conditional Payment process.

e View/submit Notice of Settlement (NOS) information.

e Initiate the Demand Letter process.

e View/submit a redetermination (first level appeal).

e Submit a waiver request.

e Submit a compromise request.

e Make electronic payments for demanded cases

Not all actions are available to all users. What you can do on a case depends on the case type and
your authorization level. For details regarding case authorization, see Chapter 10.

This user guide was written to help you understand how to use the MSPRP. It explains the
registration process and how to manage your recovery case. The information in this guide should
be used in unison with the reference material available on the MSPRP, including the How To and
Help About This Page documentation. All reference materials can be accessed from the MSPRP
link: https://www.cob.cms.hhs.gov/MSPRP/.
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2.2 Account Types

Before beginning the registration process, you must determine your account type. There are two
types of MSPRP accounts: Corporate and Representative. Account types are mutually exclusive
and require registration on the MSPRP.

Note: You can only select one account type during registration.

e Corporate account type indicates that the entity has an Employer Identification Number
(EIN) or Tax Identification Number (TIN). Corporate accounts may have up to 200 designees.

e Representative account type indicates that the entity does not have an EIN or TIN.
Representative accounts may have up to five designees.

Note: Beneficiaries will not register to use the MSPRP. Beneficiaries will access the MSPRP via
the MyMedicare.gov website at https://mymedicare.gov/ using their established login ID and
password for that application. Once logged into MyMedicare.gov, they can access the MSPRP
from the MSP section of MyMedicare.gov. Beneficiaries are granted full access to their cases and
are matched to the cases by their Medicare ID (Health Insurance Claim Number [HICN] or
Medicare Beneficiary Identifier [MBI]).

2.3 User Roles (Non-Beneficiary)

An MSPRP user can be defined as one of three possible roles: AR (Account Representative), AM
(Account Manager), or AD (Account Designee).

Users can have multiple roles across different accounts. You can be an AM on one account and an
AD on another. ARs can also be ARs for multiple accounts.

2.3.1 Account Representative (AR) Role

Your AR is the individual who has the legal authority to bind the company to the contract and
terms of MSPRP requirements and processing. Your Account Representative has ultimate
accountability for the company’s compliance with MSPRP requirements and must approve the
organization’s profile during the initial account setup and through any subsequent changes.

Note: To change the AR, the assigned AM must follow the instructions to Update Corporate
Information, as described in Section 8.2.

2.3.1.1 Account Representative Responsibilities

e Performs the New Registration step on the MSPRP but is not provided with a login ID.
e Assigns the AM to the account.

e Must approve the account setup, by physically signing the Profile Report, including the Data
Use Agreement (DUA), and returning it to Medicare.

2.3.1.2 Account Representative Restrictions

e An AR for an MSPRP account cannot be a user (i.e., cannot be an AM or AD) with a login ID
for any other MSPRP account.

However, a person who registers as an AR in one system [MSPRP, Workers' Compensation
Medicare Set-Aside Portal (WCMSAP), Section 111 Coordination of Benefits Secure Web
site (COBSW), or the Commercial Repayment Center Portal (CRCP)] can register as a
different role in a different system. For example, if someone registers with their email address
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as an AR in the MSPRP, they can register as an AM in the WCMSAP, and an AD in the
Section 111 COBSW.

e An AR for an account can register as an AR for multiple accounts on the MSPRP.

Note: For Representative accounts, AMs have the option to assign the AM role to another person.

2.3.2 Account Manager (AM) Role

Each MSPRP account must have an assigned AM. The AM is established during the Account
Setup process. Each MSPRP account can have only one AM. This is the individual who controls
the administration of an organization’s account and manages cases, which includes managing
access to case information. The AM is a registered user of the system.

The Beneficiary is, by default, the AM for their recovery cases. For Corporate and Representative
account types, the AM is assigned during the Account Setup process. (For Representative
accounts, AMs have the option to assign the AM role to another person).

Note: To change an AM, the AR for the Corporate account must contact the Electronic Data
Interchange (EDI) department.
(Section 2.3.6.)

2.3.21 Account Manager (AM) Responsibilities

e Register on the MSPRP, obtain a login ID and password, and complete account setup.

e For Representative accounts, reviews, signs, and returns the Profile Report upon its receipt in
order to be granted access to all MSPRP functionality.

Note: For Corporate accounts, the AM will only be granted access after the Profile Report is
signed and returned by the AR.

2.3.2.2 Account Manager (AM) Abilities

e Can invite other users to register on the MSPRP and function as ADs for a specific account.
e (Can grant/add an AD’s access to a case.

e Can revoke/remove an AD’s access to a case and/or an entire MSPRP account.

e (Can change own personal information.

e Can update account contact information (e.g., company name, recovery case mailing address,
etc.).

e (Can submit new case requests for the MSPRP account they are associated with.

e Can view/manage cases that they are associated with (i.e., cases they successfully requested
access to).

e Can replace the AR for the MSPRP account.

e Can be associated to other MSPRP accounts as an AM or an AD.

e Can remove a case(s) from the account (see Chapter 12).

e Can report a case on behalf of a beneficiary or an insurer (see Chapter 13)
e Can view the CRC NGHP Open Debt Report (Section 12.3).
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2.3.2.3 Account Manager (AM) Restrictions
AMs cannot be an AR for any account ID.

2.3.3 Account Designee (AD) Role

At the organization’s discretion, an AM for Corporate or Representative Account types may invite
other individuals, known as ADs, to have access to the MSPRP for the AM’s account. Corporate
accounts may have up to 200 ADs associated with one MSPRP account; Representative accounts
may have up to five ADs.

2.3.3.1 Account Designee (AD) Responsibilities
ADs must register on the MSPRP and obtain a login ID and password.

2.3.3.2 Account Designee (AD) Abilities

e Can be associated with multiple MSPRP accounts in the role of AD, but only by an AM
invitation.

e Can be reassigned to be the AM for an existing account.
e Can change his or her personal information on the MSPRP.
e (Can submit new case requests for the MSPRP account they are associated with.

e Can view/manage cases that they are associated with (i.e., cases they successfully requested
access to as well as cases that their AM has granted them access to).

e Canremove a case(s) from the Case Listing page (see Chapter 12).
e Can be added, removed, or deleted by the AM.
e Can report a case on behalf of a beneficiary or an insurer (see Chapter 13)

2.3.3.3 Account Designee (AD) Restrictions

e Cannot be an AR for any MSPRP account.
e Cannot invite other users to be an AD for an MSPRP account.
e Cannot update MSPRP account information.

2.3.4 Beneficiary Role

A beneficiary is authorized to access and manage each of their recovery cases on the MSPRP.

2.3.41 Beneficiary Abilities

e Access the MSPRP as an authenticated user through the MyMedicare website
e Perform Case Actions:
e Request an update to a conditional payment amount

e Request an electronic conditional payment letter with Current Conditional Payment
Amount

e Request a mailed copy of a conditional payment letter

e Request that their case be put into the Final Conditional Payment process
e View/Dispute Claims

e View/submit Notice of Settlement
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e Initiate Demand Letter

e View/Submit Redetermination (First Level Appeal)
e Submit Waiver Request

e Submit Compromise Request

e View case information with unmasked Medicare ID (HICN or MBI), name, case ID, and date
of birth

e View claim data with unmasked Medicare ID (HICN or MBI), processing contractor, provider
name, diagnosis codes, and types of services

e Can report a case (see Chapter 13)

2.3.5 Login ID and Password Limits

Each user of the MSPRP can have only one login ID and password. Unless previously registered,
all registrants are directed to the MSPRP URL to register for a MSPRP account. Users of other
Coordination of Benefits Secure Website (COBSW) applications (Section 111 COBSW, Workers’
Compensation Medicare Set-Aside Arrangement Portal (WCMSAP), and the Commercial
Repayment Center Portal (CRCP) must use the same login ID and password for all these
applications. Accordingly, if you change your password in any COBSW application, it is changed
for all other COBSW applications, including MSPRP.

2.3.6 Electronic Data Interchange (EDI) Representative Support

Users of the MSPRP may need assistance with managing an account or managing their personal
information within the application. If necessary, you may contact an Electronic Data Interchange
(EDI) representative for assistance.

Contact an EDI representative if the Account ID and Personal Identification Number (PIN) letter
is not received within two weeks (10 business days) after completing the New Registration
process. The EDI representative can re-send the letter, allowing you to complete the account
setup. Information entered during initial registration can only be changed after the initial
registration letter has been received.

Contact an EDI representative if:

e You have any questions or problems regarding your account at any time during account setup.

e You forget your login ID and cannot remember the answers to your security questions. The
EDI representative can re-send your login ID to your registered email address.

e You forget your password and cannot remember the answers to your security questions. The
EDI representative can generate a temporary password and send it to your registered email
address.

e You incorrectly entered your PIN three times and locked the account. The EDI representative
can reset the PIN to unlock the account.

e You have questions about case request errors. The EDI representative will work with you to
understand the error and determine the solution.

Contact the EDI Department by phone at (646) 458-6740 (TTY/TDD: 1-855-797-2627), or by
email at COBVA@GHIMedicare.com. EDI representatives are available to assist you Monday
through Friday, excluding Federal holidays, from 9:00 a.m. to 5:00 p.m., Eastern Time.
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Chapter 3: Welcome to the MSPRP

The Welcome to the MSPRP page is the first page a Corporate/Representative user will see when
they access the MSPRP. (Note: Beneficiaries will not see this page). The Welcome to the MSPRP
page is where the Corporate/Representative user will register, set up an account, and log in to the
MSPRP using their login ID (user name) and password. Users who have completed the Multi-
Factor Authentication (MFA) ID Proofing process can also elect to log in to view unmasked case
information (see Chapter 7).

Before being able to use the MSPRP, Corporate and Representative account users must perform
the initial registration and account setup steps where they will obtain an account ID, login ID, and
password. Once the account ID is created and users are registered, they will log in to the MSPRP
through the Welcome to the MSPRP page (see Sections 4.1 and 5.1).

Figure 3-1: Welcome to the MSPRP

About This Site CMS Links How To... Reference Materials Contact Us
———————————————————

Welcome to the MSPRP Sign In to your account
The Medicare Secondary Payer Recovery Portal provides a quick and efficient way to request case information and provide User Name:
information to assist in resolving Medicare’s recovery claim. With the use of this portal, you may submit a valid authorization, |
reguest an update to the conditional payment amount, submit settiement information and dispute claims. Forgot User Name
For information about the availability of auxiliary aids and services, please visit: Password:
hitp:/feww.medic are gov/about-us/nondiscrimination/nondiscrimination-notice_html l:l

Forgot Password
MSPRP Message

[Clear
Attention Users: Multi-factor Authentication (MFA) on the MSPRP is now available. For additional information see the
updated MSPRP User Manual located under the Reference Materials section.

Getting Started

If you are a Medicare Beneficiary and would like to use the MSPRP to reguest case information, please login to your
MyMedicare account by visiting the MyMedicare.gov website at https://mymedicare. gov/.

For more information, refer to How To Get Started under the How To menu option. To begin the registration process, click
the 'New Registration' button.

STEP1 STEP 2

" New Registration " Account Setup

(Account ID and PIN required)

3.1 Navigation Menu

The navigation menu is displayed at the top of each MSPRP web page and provides links to
additional information to assist you in using the MSPRP.

Figure 3-2: Navigation Menu

Skip Mavigation|
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Table 3-1: Navigation Menu

Link Description

Home Navigates back to your home page from any page in the MSPRP.

The Account List page is the home page for Account Managers (AMs) and
Account Designees (ADs). The Welcome! Page is the home page for
beneficiaries.

About This Site Provides a link to the How to Use This Site Help page, which offers general
information on how to use the MSPRP application.

CMS Links Provides links to other Centers for Medicare & Medicaid Services (CMS)
Medicare and Medicare Secondary Payer websites.

How To Provides links to Help pages that explain how to perform the following
functions:

How To:

Request your login ID

Request your Password

Change your Password

Reset your PIN

Change your Account Representative
Change your Account Manager
Invite Account Designees

Reference Materials Provides a link to the MSPRP User Guide (this guide).

Contact Us Provides contact information for the Electronic Data Interchange (EDI)
department, including their phone number.

Logoff Allows you to end the MSPRP session and exit the system.

3.2 New Registration

This is the first step in creating a new account. To begin the registration process, the designated
Account Representative (AR) must click the Step 1 New Registration button on the Welcome to
the MSPRP page. It is critical that you provide the AR’s information (including email address) in
the New Registration step and not the email address for a user of the MSPRP. (Note: Corporate
accounts only—ARs of corporate accounts are not permitted to be users of the MSPRP.) See
Section 4.1 for details regarding account registration.

Figure 3-3: New Registration and Account Setup Buttons

STEF1 STEF 2

{Account |D and PIN required)

3.3 Account Setup

After completion of the New Registration step, Medicare will mail a confirmation letter
containing the Account ID and Personal Identification Number (PIN) to the AR, along with
instructions for setting up the account. The assigned AM can perform the second step to set up the
account. Click the Step 2 Account Setup button on the Welcome to the MSPRP page to continue
the account setup process using the account ID and PIN. The AM will also register as the AM at

3-2



MSPRP User Guide Chapter 3: Welcome to the MSPRP

this time. (Note: Corporate accounts—your AR must provide your AM with the account ID and
PIN.) See Section 5.1 for details regarding account setup.

3.4 Account Login

After the AM (and any ADs) have self-registered, and after AMs have completed the Account
Setup process, the AM and ADs can log in to the MSPRP using their login ID (user name) and
password in the account login fields on the Welcome to the MSPRP page. See Chapter 6 for more
information about the login process, including information on the Forgot Login ID and Forgot
Password links on the Welcome to the MSPRP page. See Chapter 7 to learn about MFA, a process
that allows AMs and ADs to verify their identities in order to view unmasked case information.

Figure 3-4: Account Login

Sign in to your account

User Hame:
Forgot 1D
Password:
Forgot Password

[Login [Cleard

Note: AMs and ADs cannot view or manage cases until the EDI department has received a valid,
signed copy of the Profile Report.
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Chapter 4: New Registration (Step 1)

The New Registration step will only be performed by Corporate and Representative account types.

Note: Beneficiaries will access the MSPRP directly through the MyMedicare.gov website. They
will not register or setup an account on the MSPRP nor will they obtain an MSPRP login ID and
password. If you are a beneficiary and you want to access the MSPRP, go to
https://mymedicare.gov/, and use your established login ID and password for that application.
Access to the MSPRP is available in the Medicare Secondary Payer (MSP) section of the
MyMedicare.gov website.

New Registration is the first step in creating a new account on the MSPRP and this step can only
be performed by the designated Account Representative (AR) for the account. Once you have
started this process, it must be completed. If you click Cancel or close the application at any point
before registration is complete, your changes will not be saved, and all entered data will be lost.
Consider gathering all necessary information before you begin.

It is critical that you provide accurate information during the registration process. Documents
available on the MSPRP under the How To link provide detailed information to assist you.

The How to Get Started on the Medicare Recovery Portal (MSPRP) help document contains
information for both New Registration and Account Setup. It includes information on how to
determine your account type and identify the user roles for the MSPRP.

The MSPRP Registration Guidelines and Scenarios will further assist you with your registration
and Account Setup decisions. It includes information on authorization, mailing address rules, and
registration and account setup scenarios to help ensure accuracy during the registration and
account setup processes. Attorneys and recovery agents will find the scenarios helpful.

For Corporate Accounts:

You are registering as a corporate entity with an Employer Identification Number (EIN)/Tax
Identification Number (TIN). You will need the following information to complete the
registration:

e The EIN/TIN for the company, company name, and mailing address.

e AR contact information (name, job title, address, email address, phone number).

For Representative Accounts:

You are registering as a non-corporate MSPRP entity with no EIN/TIN. You will need the
following information to complete the registration:

e Representative contact information (name, social security number [SSN], mailing address,
email address, phone).
e Beneficiary last name and first initial.

e Beneficiary Medicare ID (Health Insurance Claim Number [HICN] or Medicare Beneficiary
Identifier [MBI]) or SSN.

e Beneficiary date of birth.
e Beneficiary gender.
4-1
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To begin the registration process, the AR (for a Corporate account), must click the Step 1: New
Registration button on the Welcome to the MSPRP page. This will bring you to the Select
Account Type page where you can select the type of account you want to register (Corporate or
Representative). Follow the Registration Steps outlined next.

4.1

Registration Steps

To successfully register a Corporate or Representative account on the MSPRP and create an
Account ID, complete the following steps:

1.

Go to: https://www.cob.cms.hhs.gov/MSPRP/.

The Login Warning page appears detailing the Data Use Agreement (DUA) (Figure 4-1).
Review this agreement.

To proceed, click the I Accept link at the bottom of the page.
The Welcome to the MSPRP page appears.

You will be denied access to the MSPRP site if you click the I Decline link. The Login
Warning page can be printed by clicking the Print this page link in the upper right side of the
page.

Click the Step 1 New Registration button (Figure 4-2).

The Select Account Type page appears (Figure 4-3).

Select either Corporate or Representative.

Refer to the Medicare Secondary Payer Recovery Portal (MSPRP) Registration Guidelines
and Scenarios under the How to link on the Navigation bar for information to assist you with
this decision.

Corporate Account Type: A corporate account type indicates that the entity has an EIN, may
have up to 200 designees, and will be regularly submitting MSPRP requests.

Representative Account Type: A representative account type indicates that the entity does
not have an EIN, may have up to five designees, and will be regularly submitting MSPRP
requests.

Click Continue.

The next page that appears will depend upon the account type selected. Follow the steps below
that are applicable for the type of account you are registering for: Corporate Account Type or
Representative Account Type.
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Figure 4-1: Login Warning

Login Warning »
Print this page

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and ather
federal guidance for accessing this Government system, which includes: (1) this computer network, (2) all computers
connected to this network, and (3) all devices and storage media attached to this network or to a computer on this
network. This system is provided for Government-authorized use only.

Unauthorized or improper use of this system is prohibited and may result in disciplinary action, as well as civil and
criminal penalties.

Personal use of social media and networking sites on this system is limited as to not interfere with ofiicial work duties and
is subject to monitoring.

By using this system, you understand and consent to the following:
*¥ou have no reasonable expectation of privacy regarding any communication or data transiting or stored on this system.

*The Government may monitor, record, and audit your system usage, including usage of personal devices and email
systems for official duties or to conduct HHS business. Therefare, you have no reasonable expectation of privacy
regarding any communication or data transiting or stored on this system. At any time, and for any lawful Government
purpase, the Government may manitar, intercept, and search and seize any communication or data transiting or stored
on this systam.

*Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government
purpase.

http: v cms.hhs goviAbout-CMS/Agency-Information/Aboutwehsite/Security-Protocols.html
Privacy Act Statement

The collection of this information is authorized by Section 1862(b) of the Social Security Act (codified at42 U.S.C
1395y(b)) (see also 42, C.FR. 411.24). The information collected will be used to identify and recover past conditional
and mistaken Medicare primary payments and to prevent Medicare from making mistaken payments in the future for
those Medicare Secondary Fayer situations that continue to exist. The Privacy Act (5 U.5.C. 552a(b)), as amended,
prohibits the disclosure of information maintained by the Centers for Medicare & Medicaid Services (CMS) in a system of
records to third parties, unless the beneficiary provides a written request or explicit written consent/autharization for a
party to receive such information. Where the beneficiary provides written consent'proof of representation, CMS will
permit authorized parties to access requisite information.

Attestation of Information

The information provided is complete, truthful, accurate, and meets all requirements set forth to use this process; and, |
have read and understand all of the Centers for Medicare & Medicaid Services information at
http:fflcms.goviMedicare/Coordination-of-Benefits-and-Recovery/Coordination-of-Benefits-and-Recovery-
Overview/Medicare-Secondary-Payer/Medicare-Secondary-Payer.html.

LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning.
| Accept
Decline

1 A Privacy Act system of records is a aroup of any records about individuals and under the control of any Federal
agency from which information is retrieved by the name or other personal identifier of the individual.
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Figure 4-2: Welcome to the MSPRP

About This Site CMS Links How To... Reference Materials Contact Us
——— P ———————————————
Welcome to the MSPRP Sign In to your account

The Medicare Secondary Payer Recovery Portal provides a guick and efficient way to request case information and provide User Name:

information to assist in resolving Medicare's recovery claim. With the use of this portal, you may submit a valid authorization,

request an update to the conditional payment amount, submit settlement information and dispute claims. Forgot User Name

For information about the availability of auxiliary aids and services, please visit: Password:

hitp:/feww. medicare gov/about-us/nondiscrimination/nondiscrimination-notice_html l:l

Forgot Password
MSPRP Message

Afttention Users: Multi-factor Authentication (MFA) on the MSPRP is now available. For additional information see the
updated MSPRP User Manual located under the Reference Materials section.

Getting Started

If you are a Medicare Beneficiary and would like fo use the MSPRP to request case information, please login fo your
MyMedicare account by visiting the MyMedicare.gov website at https:/mymedicare gov/.

For mare information, refer o How To Get Started under the How To menu option. To begin the registration process, click
the 'New Registration’ button.

STEFP 1 STEFP 2

" New Registration ~ Account Setup :

(Account 1D and PIN required)

Figure 4-3: Select Account Type

Ahout This Site CMS Links Reference Materials ContactUs

Select Account Type SRl [ 1K e

Help About This Page ‘

Please select the type of account for which you are registering:

() Corporate

A Corporate account type indicates that the entity has an Employer Identification Number (EIN), may have
up to 200 designees and wil be regularly submitting MSPRP requests.

) Representative

A Representative account type indicates that the entity does not have an Employer Identification
Number (EIN), may have up to 5 designees and will be regularly submitting MSPRP requests.

Canc 53

41.1 Corporate Account Type

If you selected Corporate on the Select Account Type page, the Corporate Information page
appears. Fields marked with an asterisk (*) are required. Enter the corporation’s EIN (or TIN) and
mailing address on this page. This mailing address will be used to send the post-registration letter.
The post-registration letter includes your account ID and Personal Identification Number (PIN)
which must be used by the Account Manager (AM) during account setup. The Profile Report,

4-4



MSPRP User Guide Chapter 4: New Registration (Step 1)

which is generated after the account setup process, will be sent to the AR’s email address for
authorization. The AM will be copied on this correspondence.

Figure 4-4: Corporate Information

Skip Mavigat
Quick Help

Corporate Information

An asterisk (7) indicates a required field Halp About This Page

* Employer Identification Mumber

(EIN):

* Corporation Name:

Business Mailing Address:

* Address Line 1:

Address Line 2;

* City:

" State: Select =]

* Zip Code:

Cancel £
Table 4-1: Corporate Information
Field Description
Employer Identification Enter the IRS-assigned nine-digit EIN/TIN associated with the organization. If
Number (EIN) you have more than one EIN/TIN, you may submit this registration with any one
of those EINs/TINs. Note: This cannot be edited after registration.

Corporation Name Enter the company name.
Address Line 1 Enter the first line of the company’s mailing address.
Address Line 2 Enter the second line of the company’s mailing address (optional).
City Enter the city where the company is located.
State Select the state where the company is located from the drop-down list.

Note: To quickly select a state, type the first letter to scroll to the desired state.

Zip Code Enter the company’s ZIP code (required), plus four-digit ZIP code suffix
(optional).

Previous Command button. Click to return to the Select Account Type page.

Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to cancel the registration process. Information entered on

the current page and any previous pages is not saved.

1. Enter the required information and click Continue.

The Account Representative (AR) Information page appears. This page captures information
related to the AR. Fields marked with an asterisk (*) are required.

2. Enter the required information and click Continue.
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The Registration Summary page appears (Figure 4-6). This page lists all the information that
was previously entered during the registration process. Verify that all information is correct.

Note: For Corporate account types, an AR can only have the role of AR in the MSPRP. This
individual cannot function as an AM or an Account Designee (AD). Email addresses for each user
role will be verified during the registration. If the entered email address for the AR matches any
AM or any AD’s email address in the MSPRP, the registration process will not be allowed.

Figure 4-5: Account Representative (AR) Information

i Quick Help
Account Representative (AR) Information
An astarsk () indicates a required fleid. o Ul T o
“AR First Name: Mi: “Last Name:
AR Title:
“E-Mail Address:
“Re-enter E-Mail Address:
*Phone: - = ext
Fax:
" Provious N Canfiny ['_‘- Cancel E3
Table 4-2: Account Representative (AR) Information
Field Description
AR First Name Enter your (AR’s) first name.
MI Enter the first letter of your (AR’s) middle name (optional).
Last Name Enter your (AR’s) last name.
AR Title Enter your (AR’s) job title
E-mail Address Enter your (AR’s) email address.

Note: If this email address is found in the system for an existing user, you will
not be allowed to continue the registration process (Corporate account types

only).
Re-enter E-mail Enter your (AR’s) email address a second time for verification purposes.
Address
Phone Enter your (AR’s) work phone number. The ext. (extension) field is optional.
Ext. Enter your (AR’s) work phone number extension (optional).
Fax Enter your (AR’s) work fax number (optional).
Previous Command button. Click to return to the Corporate Information page.
Continue Command button. Click to save changes and continue to the next page.
Cancel Command button. Click to cancel the registration process. Information entered

on the current page and any previous pages is not saved.
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3. Click Previous to return to the Account Representative (AR) Information page.

Click Cancel to exit the registration process and delete all information entered during the
registration process.

4. To make corrections, click Edit next to the applicable section to return to that page.

If you click Edit, you will need to enter your email address in the Re-enter E-mail address
field on the Account Representative (AR) Information page to continue.

5. Once all corrections have been made, click Continue at the bottom of the Registration
Summary page.

The Thank You page appears (Figure 4-7).

Note: Your assigned Account ID is provided on this page. Make a note of your account ID or
use the Print this page link to print this information.

6. Click the Medicare Secondary Payer Portal Welcome Page link to return to the Welcome to
the MSPRP page.

Figure 4-6: Registration Summary

Quick Help

Registration Summary B e

Help Aboul Thes Page

PREEs® ravalw your FegIETalon infolmaten T you ndd 10 Change e nformabon, Chak e Eor bullon B you ane a0ehed
WiEh e informanion, chak e SubmE RegiEraion’ bution io Submd e registrason Cck e 'Canosl Dullon 10 canosl ma
piocess; ol dats vwill be sl Chok he Préwous” bulion 1o ftuim 1o the prividus soreen IPant ths page fof your fecoids

Actount Type: Corperale Ed

e Ex Account Representative (AR Information | Edit

Emplermed |cerfication Numbs(EiN)
Componate Nams |

Firsi Name: Mris M Last Mame

TEa Lisnager

Business Mailing Address Eat .

Prong. 440-F9
Address Line 1 Fax
Address Line
Cay Bamors
State: Maryiand
Zp Code: MII2

'@ Frovo [ Conre © IR
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Figure 4-7: Thank You

Skip Navigation|

Thank You -

Print this page|

You have successfully completed the initial registration for the Medicare Secondary Payer Recovery Portal Web site. Your assigned Account ID is: 31522. Please print this page
for your records

Next Steps

The information captured during initial registration will be vetted to verify the Corporation is an appropriate submitter. After successful vetting, a letter will be mailed to the Account
Representative captured during initial registration, with your Account ID and PIN.

Account Setup

Upon receipt of the mailed Account ID and PIN, the Account Representative will be instructed to have the appropriate Account Manager return to the Medicare Secondary Payer
Recovery Portal Web site to complete the account setup. The Account Manager will need to enter the Account ID and PIN on the Account Setup page to begin sefup.

Medicare Secondary Payer Recovery Porial Welcome Page

Next Steps

Within two weeks, a letter will be mailed to you, the AR, that contains the account ID and PIN,
along with instructions for setting up the account (to be completed by the AM). If this letter is not
received within 10 business days, contact the Electronic Data Interchange (EDI) department.

Once the AM has completed the account setup, an email notification will be sent to you, the AR,
including a Profile Report denoting all information previously recorded during registration, and
any additional information provided during the account setup.

You will have 60 business days to review, sign, and return the Profile Report to the EDI
department. When returning the signed Profile Report via email, enter “MSPRP Profile Report” in
the subject line.

If a signed Profile Report is not received within that timeframe, the account will be automatically
deleted on the 60th business day. If the account is deleted, you must start the registration process
from the beginning. See Chapter 5 for more information on completing the account setup.

4.1.2 Representative Account Type

If you selected Representative on the Select Account Type page, the Representative Information
page appears. Fields marked with an asterisk (*) are required. The information on this page is for
the representative who will be sending MSPRP requests under this MSPRP account ID. Enter the
representative’s personal information on this page. The address you enter on this page will be used
for any correspondence from the EDI department regarding this account ID including the post-
registration letter. The post-registration letter includes your account ID and PIN which must be
used during Account Setup.
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Figure 4-8: Representative Information

Skip Navigation

Representative Information Quick Help

Help About This Page
An astensk (") indicates a required fiekd.

“First Mame: Mary MI: ‘Last Name: Doe

“Social Securty Number:

“E-Mail Address: MDoe@@gmail com

“Re-enter E-Mail Address:  (Doe@amail com
*Phone: 15 L ext
Fax:

Mailing Address:

“Address Line 1:

Address Line 2:

“City: Atlantic City
“State: Mew Jarsey ;
“Zip Code: 11111

o )

Table 4-3: Representative Information

Field Description

First Name Enter your (Representative’s) first name.

MI Enter first letter of your (Representative’s) middle name (optional).

Last Name Enter your (Representative’s) last name.

Social Security Number Enter your (Representative’s) Social Security Number (SSN). An SSN
cannot be registered more than once. It also cannot be edited after
registration.

E-mail Address Enter your (Representative’s) email address.

Note: If your email address is found in the system for an existing user, you
will not be allowed to continue the registration process.

Re-enter E-mail Address Enter your (Representative’s) email address a second time for verification
purposes.

Phone Enter your (Representative’s) phone number.

Ext Enter your (Representative’s) phone number extension. This field is
optional.

Fax Enter your (Representative’s) fax number (optional).

Address Line 1 Enter the first line of your (Representative’s) mailing address.

Address Line 2 Enter the second line of your (Representative’s) mailing address (optional).

City Enter the city where you (the Representative) are located.

State Select the state where you (the Representative) are located using the drop-
down list.

Note: To quickly select a state, type the first letter to scroll to the desired
state.
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Field Description

Zip Code Enter your (Representative’s) ZIP code (required), plus four-digit ZIP code
suffix (optional).

Previous Command button. Click to return to the Select Account Type page.

Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to cancel the registration process. Information

entered on the current page and any previous pages is not saved.

1. Enter the required information in the provided fields and click Continue.

The Beneficiary Information page appears (Figure 4-9). You must submit information for a
beneficiary who will have MSPRP requests submitted under this Account ID.

2. Enter the required information in the provided fields and click Continue.

The Registration Summary page appears (Figure 4-10). This page lists all the information that
was previously entered during the registration process. Verify that all information is correct.

3. Click Previous to return to the Beneficiary Information page. Click Cancel to exit the
registration process and delete all information entered during the registration process.

4. To make corrections, click the Edit button next to the applicable section to return to that page.

Once all corrections have been made, click Continue at the bottom of the Registration
Summary page.

The Thank You page appears (Figure 4-11). This page outlines the next steps in the registration
process.

Note: Your assigned Account ID is provided on this page. Make a note of your account ID or
use the Print this page link to print this information.

6. Click the Medicare Secondary Payer Portal Welcome Page link to return to the Welcome to
the MSPRP page.

Figure 4-9: Beneficiary Information

Beneficiary Information Quick Help
Help About This Page
An asterisk (*) indicates a required field.
“Beneficiary Last Name: *First Initial:
*Medicare ID: OR
*Beneficiary Social Security Number - - (SSM is required if Medicare 1D is not
(SSN): provided)
*Beneficiary Date of Birth: ¥ i (MM/DDICCYY)
“Beneficiary Gender: - Select - v
(@ Prevous | Contivue 83 Il
[ —
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Table 4-4: Beneficiary Information

Field Description
Beneficiary Last Name Enter the beneficiary’s last name.
First Initial Enter the first initial of the beneficiary’s first name.

Medicare ID

Enter the beneficiary’s HICN or MBLI. If you enter the HICN or MBI, do not
enter an SSN.

Beneficiary Social Security
Number (SSN)

Enter the beneficiary’s SSN. If you enter the SSN, do not enter a Medicare ID.

Beneficiary Date of Birth

Enter the beneficiary’s date of birth.

Beneficiary Gender Select the beneficiary’s gender from the drop-down list.

Previous Command button. Click to return to the Representative Information page.
Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to cancel the registration process. Information entered

on the current page and any previous pages is not saved.

Figure 4-10: Registration Summary

Registration Summary

Quick Help

Help Aboul This Page
Flease review your registration information. If you need to change the information, ciick the Edit button. If you are satisfied
with the information, click the Confinue bufton to submit the registration. Click fhe Cancel bution fo cancel the process

Please note: all data will be lost Click theé Previous bution to refum to the previous screen. Prnt this page for your records
Account Type: Representatwe Edit

Representative Informaticn Edit Beneficiary Information Edit

First Name: John Mi: Last Name: Mack First Initial: J

Last Mame: Doe Medicare I1D:
S5N: 333-33-3333 SEM:

E-Mail Address: Date of Birth:
Phone: 333-333-4444 ext: Gender: Male
Fax:

Representative Mailing Address

Address Line 1: 123 Test S
Address Line 2:

City: Baltimore

State: Maryland

Zip Code: 33333

Cancel LJ
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Figure 4-11: Thank You

Skip Navigation

Thank You :
‘ Print thiz page
You have successfully completed the initial registration for the Medicare Secondary Payer Recovery Portal Web site. Your assigned Account ID is: 31522, Please print this page
for your records.
Next Steps

The information captured during initial registration will be vetted to verify the Corporation is an appropriate submitter. After successful vetting, a letter will be mailed to the Account
Representative captured during initial registration, with your Account ID and PIN.

Account Setup

Upon receipt of the mailed Account ID and PIN, the Account Representative will be instructed to have the appropriate Account Manager return to the Medicare Secondary Payer
Recovery Portal Web site to complete the account setup. The Account Manager will need to enter the Account ID and PIN on the Account Setup page to begin sefup.

Medicare Secondary Payer Recovery Portal Welcome Page

Next Steps

Within two weeks, a letter will be mailed to you that includes the account ID and PIN, along with
instructions for setting up the account (to be completed by the AM). If this letter is not received
within 10 business days, contact the EDI department (Figure 4-12 and Figure 4-13).

Once the AM has completed the account setup, an email notification will be sent to you and the
AM (as applicable for Representative accounts). The email will include a Profile Report denoting
all information previously recorded during registration and any additional information provided
during the account setup. It may take up to 10 business days to receive the Profile Report.

You will have 60 business days to review, sign, and return the Profile Report to the EDI
department. When returning the signed Profile Report via email, enter “MSPRP Profile Report” in
the subject line.

If a signed Profile Report is not received within that timeframe, the account will be automatically
deleted on the 60th business day. If the account is deleted, you must start the registration process
from the beginning. See Chapter 5 for more information on completing the account setup.
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Figure 4-12: Sample PIN Letter (Page 1)

(CMS COBR

Coardination of
Benefits and Recovery

*82103X000000000002*

MM/DD/YYYY

***FIRST CLASS MAIL- R:2 F:103

FIRST LAST NAME
ADDRESS LINE 1
ADDRESS LINE 2
CITY. STATE ZIP

Attn: FIRST LAST NAME
*** Medicare Secondary Payer Recovery Portal Registration Notification ***

Your organization has been successfillly verified and registered for the Medicare Secondary
Payer Recovery Portal. Through the Medicare Secondary Payer Recovery Portal (MSPRP), you
may view current authorizations on file for a case, submit requests to add authorized
authorizations to case, and with the confirmed proper authorization, request an updated conditional
payment amount, request generation of a conditional payment letter, view and dispute claims attached to a
case, and submit notice of settlement. Please refer to the http://go.cms.gov/cobro Web site for more
information.

To begin using the MSPRP, vou must complete the registration/setup process by creating an
account. Please review the following user roles and required information carefully before
attempting to complete the account setup.

MSPRP User Roles:
Account Manager:

Each MSPRP account must have an Account Manager assigned. The Account Manager must be
selected and approved by the Account Representative named in your initial MSPRP registration.
If you registered for a Corporate Account, your Account Manager and Account Representative
must be different individuals. An Account Representative cannot be a user on the MSPRP. If
vou registered for a Representative Account when you perform the Account Setup you can
indicate that the Account Manager is the same person as the Account Representative. The
Account Manager is the individual who will administer the account on the MSPRP. This
includes; submitting authorization request, requesting conditional payment amounts, conditional
payment letters, submitting claim disputes, submitting notice of settlements, updating MSPRP
account information, and inviting others to assist (Account Designees).

Chapter 4: New Registration (Step 1)
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Figure 4-13: Sample PIN Letter (Page 2)

Account Designee:

Each MSPRP account may have multiple Account Designees. Account Designees may also
submit authorization requests, request conditional payment amounts, request generation of
conditional payment letters, submit claim disputes, and notice of settlements. However, Account
Designees cannot modify MSPRP account information or invite others to assist. Account
Designees can only register as users on the MSPRP through an invitation from the Account
Manager.

Additional Account Setup Information:

Please review the documentation regarding information needed for completing your MSPRP
registration and account set up on the Web site: https://www.cob.cms.hhs.cov/MSPRP/ . including
the Registration Process notice and applicable user guides.

Next Steps:

To complete the account setup, your designated Account Manager should be selected and
provided with your MSPRP Account ID and Personal Identification (PIN).

MSPRP Account [D: XXXXXXXXX
PIN: XXXX

The Account Manager should return to the MSPRP at https:/www.cob.cms. hhs. gov/MSPRP/ , and
select the “Account Setup” button.

If you have any questions or concerns, please contact the EDI department at:

Phone: (646) 000-0000
Email: EDI@GHIMEDICARE.COM

Sincerely,

Benefits Coordination & Recovery Center
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Chapter 5: Account Setup (Step 2)

The Account Setup step will only be performed by Corporate and Representative account types.

Note: Beneficiaries will access the MSPRP directly through the MyMedicare.gov website. They
will not register or setup an account on the MSPRP nor will they obtain an MSPRP login ID and
password. If you are a beneficiary and you want to access the MSPRP, click the
https://mymedicare.gov/ link, and use your established login ID and password for that application.
Access to the MSPRP is available in the Medicare Secondary Payer (MSP) section of the
MyMedicare.gov website.

This section describes Step 2 of the MSPRP registration process: Account Setup. This step must
be performed by your Account Manager (AM). The AM for the MSPRP Account will need to
provide personal information including the account ID, Personal Identification Number (PIN), and
their email address on the Account Setup page. The AM will set up their login ID during this
process.

In order to access the MSPRP, the Account Setup step must be completed for each MSPRP
account. This step can be performed upon completion of the New Registration step and receipt of
your post-registration letter that includes your account ID and PIN. You must have the account
ID, PIN, and your complete AM information on hand. Partial account setup requests cannot be
saved and completed at a later time.

e Corporate Account Types: Upon receipt of the account ID and PIN, the Account
Representative (AR) must provide the information to the designated AM. The AM will
complete the account setup process. The AM cannot also be an AR. The AM and AR must be
different individuals. The AM cannot be an AM or AR on any other MSPRP account.

e Representative Account Types: Upon receipt of the account ID and PIN, the AR can provide
the information to a designated AM. The AM will complete the account setup process.

5.1 Account Setup Steps

This section details the information that must be entered by the AM. Contact the Electronic Data
Interchange (EDI) department if you have any questions or problems regarding the Account ID at
any time during account setup. Account setup requires the entry of the account ID and PIN which
were sent in the post-registration letter. To successfully set up the MSPRP account and register as
the AM, follow the steps outlined below:

1. Go to: https://www.cob.cms.hhs.gov/MSPRP/.

The Login Warning page appears, detailing the Data User Agreement (DUA). Review the
DUA.

2. To proceed, click the I Accept link at the bottom of the page.
The Welcome to the MSPRP page appears (Figure 5-1).

3. You will be denied access to the MSPRP site if you click the I Decline link. The Login
Warning page may be printed by clicking the Print this page link in the upper right side of the

page.
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Click the Step 2 — Account Setup button.

Chapter 5: Account Setup (Step 2)

The Account Setup Introduction page appears (Figure 5-2). This page describes what steps you
will take in the account setup process and informs you of your duties as the AM.

The AM for the account ID must complete this section. For Corporate accounts, this will be
the individual assigned AM duties by the Account Representative (AR). For Representative

Accounts, this can be an individual assigned AM duties by the AR.

Figure 5-1: Welcome to the MSPRP

About This Site CMS Links How Tt Reference Materials Contact Us

Welcome to the MSPRP

The Medicare Secondary Payer Recovery Portal provides a quick and efficient way to request case information and provide

information to assist in resolving Medicare's recovery claim. With the use of this portal, you may submit a valid authorization,

request an update to the conditional payment amount, submit settiement information and dispute claims.

For information about the availability of auxiliary aids and services, please visit:
hitp:/fwww.medicare. gov/about-us/nondiscrimination/nondisc rimination-notice_himl

MSPRP Message

Alftention Users: Multi-factor Authentication (MFA) on the MSPRF is now available. For additional information see the
updated MSPRP User Manual located under the Reference Materials section.

Getting Started

If you are a Medicare Beneficiary and would like to use the MSPRF to reguest case information, please login to your
MyMedicare account by visiting the MyMedicare gov website at https/mymedicare. gov/.

For more information, refer to How To Get Started under the How To menu optien. To begin the registration process, click
the 'Mew Registration’ button.

STEP1 STERP 2

" New Registration " Account Setup :

(Account 1D and PIN required)

e ———

Sign in to your account

User Name:

Forgot User Name

Password:

[ ]

Forgot Password

Figure 5-2: Account Setup Introduction

About This Site CMS Links Reference Materials Contact Us

Account Setup Introduction

You have selected a link that guides you through the process of establishing a new Account Manager |D for the Medicare
Secondary Payer Recovery Portal (MSPRP). Please have your Account Identification Number and Personal Identification
Number (PIN) available. The Account ID and FPIN are listed on the mailing that was sent to the contact for the account. This
would be the Account Representative for a corporate account type, and the Representative for a representative account
type.

During this process you will

+ Finalize the establishment of the account, and
h; Create your personal Login 1D for the MSPRP.

Before proceeding it is important to understand the roles of the various MSPRF users, and their respective responsibilities to
ensure the MSPRF accounts are managed comectly. The role of the Account Manager is described below.

Account Manager - The Account Manager is the MSPRP user who is required to initiate the request for an account. They are
the person who administers the account on the Web site on behalf of the registrant. The Account Manager is the person who
is responsible for: establishing the account on the Web Portal; managing the case load and assigning some or all of the
cases to other responsible parties to complete on the MSPRP; tracking the status of the tasks assigned to others; and
ensuring ¢ase entry and submission are completed on time. The Account Manager is respensible for inviting other
employess to register on the Web Portal and managing their access. The Account Manager may complete and submit cases
on his own or invite Designees to assist as needed.

If your user role in the MSPRP is an Account Manager, as described above, and you have not yet registered, press the
Continue button and proceed with registering as a new Account Manager.

Conie 0 SRR

Quick Help

Help About This Page
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5. Read the introduction and click Continue to proceed with the account setup process.
The Account Setup page appears (Figure 5-3).

6. Enter the account ID, PIN, and AM’s email address. Re-enter the email address for
verification purposes and click Continue.

Note: If you are registering as an AM and the email address you enter here is found in the

system, you will be prohibited from continuing the account setup process. Users can only have

one role in the MSPRP.

The next page that appears depends on the type of account you are setting up. Follow the steps as

applicable in the sections for your account type (see Sections 5.1.1 or 5.1.2).

Figure 5-3: Account Setup

- =

Account Setup Quick Help

Help About This Page
Please enter your Account Identification Number (Account 1D) and Personal Identification Number (PIN), which was sentto
the account contact after completion of the New Registration step.
New users must go through the process of creating a Login ID and Password.

An asterisk (*) indicates a reguired field.

“Account —

“Personal Identification Number (PIN): :|

*Account Manager's E-mail Address: | |

*Re-enter E-mail Address: | |

Table 5-1: Account Setup

Field Description
Account ID Enter the account ID listed on the letter received from the EDI
department.

Personal Identification Number Enter the PIN listed on the letter received from the EDI department.
(PIN)

Account Manager’s Enter your AM’s email address. Note: If the entered email address is

E-mail Address found in the system, you will be prohibited from continuing the
account setup process.

Re-enter E-mail Address Enter the email address a second time for verification purposes.

Previous Command button. Click to return to the Account Setup Introduction
page.

Continue Command button. Click to save changes and continue to the next page.

5.1.1 Account Setup—Corporate

If you are setting up a Corporate Account type, the Account Setup — Corporate Information page

will display after all information entered on the Account Setup page has been verified by the
system. This page lists information entered during the initial registration process.
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Figure 5-4: Account Setup—Corporate Information

About This Site Reference Materials Contact Us

Account Setup - Corporate Information » Eraall=r
Print ks page

Help About This Page
Please verify the following information is comect for the account which you are going to compelete the Account Setup

process. If the informaticn is comect please click the Continue button to proceed.

Corporate Information Account Representative Information

Employer Identification Numbser (EIN}: First Mame: FIRST MI: M LastName: LAST
! | B R

Corporation Hame: AA4A8A88A Phone ext. ##

Business Mailing Address

Address Line 1: AAAAAAAAAR
Address Line 2: AAAAAAAAAS
City: ABAAAAARAS

State: AAAAAAAAAS

Zip Code: 555

Contrue.

1. Review the listed information and click Continue.

You can print this page by clicking the Print this page link. If any of the listed information is
incorrect, contact an EDI representative to have it corrected.

2. Proceed to Section 5.1.3.

5.1.2 Account Setup—Representative

If you are setting up a Representative account type, the Account Setup — Representative
Information page will display after all information entered on the Account Setup page has been
verified by the system. This page lists information entered during the initial registration process.

Figure 5-5: Account Setup—Representative Information

About This Site CMS Links How To... Reference Materials Contact Us

S ———
Account Setup - Representative Information » Quick Help
Print mis page

Help About This Page
Please verify the fellowing individual is the Account Representative for the account which you are going to compelete

the Account Setup process. If the information is comect please dlick the Continue button to proceed.

Representative Information

First Mame: FIRST MI: M Last Mame: LAST
Address Line 1: AAAARAARAR

Address Line 2: AAAARAARAR

City: AAAAAARAAA

State: AAAAAAAAAA
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1.

2.

Review the listed information and click Continue.

You can print this page by clicking the Print this page link. If any of the listed information is
incorrect, contact an EDI representative to have it corrected.

Proceed to Section 5.1.3.

5.1.3 Account Manager (AM) Setup

The AM controls the administration of a specific MSPRP account. The AM has the following
responsibilities:

Review, sign, and return the Profile Report upon its receipt to be granted full access to all
MSPRP functionality. (For Corporate accounts, the AR signs the Profile Report.)

Manage the MSPRP account information and update general account information.

Invite other users to function as an Account Designee (AD) for a specific account.

Grant AD access to cases.

Revoke AD access to cases and/or an entire MSPRP account.

Send requests for the MSPRP account they are associated with.

View and update cases for the MSPRP account they are associated with.

Upload documentation to a specific case for the MSPRP account they are associated with.
Replace the AR.

Remove a case(s) from the account Case Listing and Designee Case Listing page.

Once you have clicked Continue on the Account Setup — Representative Information page or
Account Setup — Corporate Information (as applicable), the Account Manager Personal
Information page appears. The information entered here is required for subsequent
communications.

The AM’s personal information must be entered to register as the AM. The recovery case mailing
address entered should be the mailing address at which you have previously received
correspondence from the Benefits Coordination & Recovery Center (BCRC) related to the
recovery case or the address at which you want correspondence directed related to this account ID.
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Figure 5-6: Account Manager Personal Information

Skip Navigation|

Account Manager Personal Information Quick Help

An asterisk (*) indicates a required field belpaboutihiclRaoe

*First Name: Mi: “Last Name:

“E-mail Address:

*Phone: - u ~ext

Recovery Case Mailing Address

Please enter the mailing address at which you have previously received correspondence from Medicare related to the
recovery case. If you have notreceived any correspondence from Medicare, enter the address where you want
correspondence directed.

“Address Line 1:

Address Line 2:

*City:

“State: Please Select =]

“Zip Code:

You must read the User Agreement provided in the scrolling box. To accept the agreement, click the checkbox. You must
accept and agree to the terms of the User Agreement in order to continue through the registration process.

View and print the agreement below

M »

User Agreement

THE FOLLOWING DESCRIBES THE TERMS AND CONDITIONS BY WHICH THE CENTERS
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

You must read and accept the terms and conditions contained in this User Agreement expressly

set out below and incorporated by reference before you may access the MSPRP Secure Web

site -

Please check the following box:

| accept the User Agreement and Privacy Policy above.

Table 5-2: Account Manager Personal Information

Field Description

First Name Enter the AM’s first name.

MI Enter the first letter of the AM’s middle name (optional)

Last Name Enter the AM’s last name.

E-mail Address Enter the AM’s personal email address. This field cannot be updated.
Phone Enter the AM’s personal phone number.

The information entered in this section of the Account Manager Personal Information page should
be for the mailing address at which you have previously received correspondence from the BCRC
related to the recovery case or the address at which you want correspondence directed. This
address will be used to link the account to associated recovery cases. Once this link is established,
the level of authorization that the account can/should have on the case is determined and
appropriate MSPRP functionality for that account is enabled on the MSPRP.

Note: The AM for the account has the ability to associate/add additional recovery case mailing
addresses to an MSPRP account. To do this, the AM must update the information stored in the
Recovery Case Mailing Address fields with the information for the new address to be associated to
the account. The AM should only update the recovery case mailing address information once per
day. If the AM updates this information more than once per day, only the last update will be
captured.
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Table 5-3: Recovery Case Mailing Address

Field Description

Address Line 1 Enter the first line of the company’s mailing address.

Address Line 2 Enter the second line of the company’s mailing address (optional).
City Enter the city where the company is located.

State Select the state where the company is located from the drop-down list.

Note: To quick select a state, type the first letter to scroll to the desired state.

Zip Code Enter the company’s ZIP code (required) plus the four-digit ZIP code suffix
(optional).

User Agreement Checkbox | Select this box to confirm that you agree with the User Agreement (required).

Previous Command button. Click to return to the Account Setup Introduction page.

Note: If you are entering information for a Representative (not Corporate) account, you will see
the Same as Submitter button at the top of the page. If you click this button, the fields will
automatically populate with personal information of the person who initially registered the
account. Do not click the button if you did not complete the initial registration step for this
Representative account and have been assigned the AM duties by the AR.

1. Enter the required information, review the DUA, and click I accept the User Agreement and
Privacy Policy checkbox and click Continue.

The Account Manager Login Information page appears (Figure 5-7).
2. Using the posted guidelines, create your login ID and password.

For details regarding login ID and password guidelines and a list of reserved words you cannot
use, see Section 8.5.

3. Select and provide answers to the two security questions.

These answers will allow you to access your login ID and reset your password in the event
you forget either one.
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Figure 5-7: Account Manager Login Information

Chapter 5: Account Setup (Step 2)

AhoU e O

Account Manager Login Information

will ensure only you are provided the access and updating priviledges resiricted fo the Account Manager.
Choose your Login ID and password carefully.

« Login IDs must be 7 characters
* Login IDs must be unigue within the system
+ Login IDs must be in the format of AASS9AA
(first two alphabetic, next three numeric, last two alphabetic)
« Password must be changed every sixty (60) days.
« Password must consist of at least eight (8) characters.

« Password must contain a minimum of four {(4) changed characters from the previous password.
+ Password cannot be changed more than once per day.

+ Password must be different from the previous twenty four (24) passwords.
+ Paszsword cannot contain a reserved word (See Help About This Page for a complete list).

An asterisk (*) indicates a reguired field.

Password: —
ReentorPasswort: [

provide to these questions should be actual answers and not hints for your password

Choose Security Ciuestions and Provide Answers:

*Security Question 1: | Please Select V|
"Answer 1: ]
*Security Question 2: [Please Select v
*Answer 2: L 1

(@ Prevous | Con

The security information requested on this page will allow the system to authenticate your identity each time you log on. This

+ Password must contain at least one upper-case letter, one lower-case letter, one number and one special character.

The Security Questions allow you to regain account access if you forget your password. Please note the answers you

| Quick Help |

Help About This Page ‘

Table 5-4: Account Manager Login Information

Field Description

Login ID Enter a new login ID that you will use when you log in to the MSPRP.

Password Enter a new password that will be assigned to you, the AM.

Re-enter Password Enter the new password a second time for verification purposes.

Security Question 1 Click the drop-down arrow to view the list of security questions. Select one
question to answer.

Answer 1 Enter your answer to the security question. Make sure to remember this
answer.

Security Question 2 Click the drop-down arrow to view the list of security questions. Select one
question to answer.

Answer 2 Enter your answer to the security question. Make sure to remember this
answer.

Previous Command button. Click to return to the previous page.

Continue Command button. Click to save changes and continue to the next page.

4. Once all required information is entered, click Continue.

The Account Manager Summary page appears (Figure 5-8). This page lists information that

was previously entered during the account setup process.
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5. Click Previous to return to the Account Manager Login Information page.

6. Verify that all information is correct. To make any corrections, click the Edit button next to
the applicable heading to return to that section. Once all corrections have been made, click

Continue to navigate back to the Account Manager Summary page.
7. Click Continue.

The Thank You page appears, outlining the next steps in the account setup process

(Figure 5-9).

8. Click the Medicare Secondary Payer Portal Welcome Page link and return to the Welcome

to the MSPRP page.

Figure 5-8: Account Manager Summary

Account Manager Summary »

Please review your personal and login Information. If you need to change the information, click the Edit button. If you are
satisfied with the information click the Continue button to submit your information. Click Cancel to cancel the setup process;
all data will be lost. Please print this page for your records.

Personal Information Edit i i -
Login Information Edit
First Name: Jane Mi:
Login ID: AG333AG
Last Name: Doe
E-Mail Address: annegam3{@gmail.com

Phone: 333-333-4444 ext.

Recovery Case Mailing Address

Address Line 1: 333 Test 5t
Address Line 2:

City: Boston

State: Massachusetts

Zip Code: 33333

| Contnue @ R CNN
| SRR

Print this page

Figure 5-9: Thank You

Thank You

for your records

Next Steps

Representative captured during initial registration, with your Account ID and PIN

Account Setup

Medicare Secondary Payer Recovery Portal Welcome Page

-

You have successfully completed the initial registration for the Medicare Secondary Payer Recovery Portal Web site. Your assigned Account ID is: 31522 Please print this page

The information captured during inifial registration will be vetted to verify the Corporation is an appropriate submitter. After successful vetfing, a letter will be mailed to the Account

Upon receipt of the mailed Account 1D and PIN, the Account Representative will be instructed to have the appropriate Account Manager return to the Medicare Secondary Payer
Recovery Portal Web site to complete the account setup. The Account Manager will need to enter the Account ID and PIN on the Account Setup page to begin setup

Print this pagg
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Next Steps

You have successfully set up the account and registered yourself as the AM. As the AM, you
control the administration of the MSPRP account.

An email notification will be sent to the AR listed on the account (Figure 5-10). If you are the AM
of a Corporate account or an AM assigned to a Representative account, you will receive a copy of
the email. The email will include a Profile Report noting all information previously recorded
during registration and any additional information provided during the account setup (Figure
5-11). At the bottom of the Profile Report, the AR will be required to sign and date the report. For
Representative accounts, the AM can sign the report.

It may take up to 10 business days to receive the Profile Report. Contact the EDI department if
you do not receive a Profile Report after 10 business days.

The AR will have 60 business days to review, sign, and return the Profile Report to the EDI
department. When returning the signed Profile Report via email, enter “MSPRP Profile Report” in
the subject line. If a signed Profile Report is not received within that timeframe, the account will
be automatically deleted on the 60th business day. If the account is deleted, you must start the
registration process from the beginning.

You will have limited functionality within the MSPRP until the Profile Report is returned. You
cannot view or manage cases until the signed Profile Report is received by the EDI department.
However, you can manage AD access (see Section 8.3). After the Profile Report has been received
by the EDI department, you can log in to the account to maintain account and case information.
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Figure 5-10: Sample Email Notification

From: DoNotReply@oob, cme. bhs, gov [mailto:DoMotReply @cob. cms, hhs. gov]
Sent: Wednesday, December 12, 2002 1:51 PM

To: AM-Emadb@asianss, ans; AR-Emahd ARALAAR AR

Subject: Medicare Secondary Payer Recovery Portal (MSPRP) Profile Report

Representative: FirstName LastName

Account Manager: First™Name LastName

The MSPRP Profile Report has been attached to this email. The Profile Report contains information regarding the
representative for the account and the associated account manager information. A Profile Report is generated after
the account setup has been completed successfully.

Please review the attached Profile Repont carefully and ensure all information is accurate. In order to access all of
the functions within the MSPRP, the report must be signed by the account manager and returned 1o the BCRC
Please send signed reports to:

via Fax: (646) 458-6T61
via Email: COBVAFGHIMedicare com
via mail: MEDICARE

MEPRP Profile Repont

DO Box 138822

Oklzhome City, OK 73113

If the report is incorrect please contact our Electronic Data Interchange (EDI) department at the number or Email
address listed below to resolve any emor.

Phone: (646) 458-6T40
Email: CORVAFGHIMedicars.com

Confidentiality Note:

This electronie message transmission s intended nn]}' for the person or entity to which it 15 addressed and may
contain information that is privileged, confidential or othervwise protected from disclosure. If you have received this
transmission, but are not the intended recipient, vou are hereby notified that any disclosure, copying, distribution
or use of the contents of this information 1s slricl!l}.' P'rnh:'hil!z\d.. If you have recerved this esmail in error, P'EJSE
contact the Electronic Data Interchange (EDI) Department at (646) 458-6740 and delete and destroy the original
message and all copies,

Figure 5-11: Sample Profile Report

Medicare Secondary Payer
Recovery Portal
Profile Report
Account ID:31304 Account Type:Representative Date: Month Date Year
EDI Contact Information:
Email- AABA@AAA ABA Phone:  #Hi s
Representative:
Name: AAAA Phone:  # s
Address AABA
AAAA AL
Email: AAAA@AAA AAA
Account Manager:
Name: ARAA Phane: i
Address: AAAA
AAAA AL R
Email- ABAA@AAA AAA
Account ID:31304 Account Type-Representative Date’ Month Date Year
EDI Contact Information:
Email AABA@AAAABA Phone: S
SAFEGUARDING & LIMITING ACCESS TO DATA
1. the undersigned Account Manager for the MSPRP representative account defined above, certify that the information contained in this Registration is true, accurate and complete to the best of my knowledge and
belief, and | authorize CMS to verify this information. | agree 1o establish and implement proper safeguards against unauthorized use and disclosure of the data for the purposes of MSPRP proposal(s) review and
processing. Praper safeguards shall include the adoption of policies and procedures to ensure that the data obtained shall be used solely in accordance with Section 1106 of the Social Security Act 42 U.S.C. 7
1306], Section 1874(b) of the Social Security Act [42 U.S.C. ? 1395k(b)]. Section 1852(b} of the Social Security Act [42 U.S.C. ? 1395y(b)]. and the Privacy Act of 1974, as amended [5 U.S.C. ? 552a]. Users shall
establish appropriate administrative, technical, procedural, and physical safeguards to protect the confidentiality of the data and to prevent unauthorized access to the data provided by the CMS. You agree that the
autharized representatives of the CMS shall be granted access to premises where the Medicare data are kept for the purpose of inspecting security arrangements and confirming whether the user is in compliance
with the security requirements specified above. Access ta any information exchanged during the MSP Recovery process shall be restricted to CMS, COBC, and MSPRC persannel, and other authorized users who
require access to 1) perform their official duties in accordance with the approved uses of the information: (2) respond to authorized law enforcement investigations: or (3) respond to any required legal process. Such
personnel shall be advised of (1) the ial nature of the @ tequired to protect the information; and (3) the administrative, civil and criminal penalties for noncampliance contained in
applicable Federal laws
Signature of Accaunt Manager-
Date-
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Chapter 6: Accessing the MSPRP

6.1 Log in to the MSPRP Site (Account Manager/Account Designee)

Once the New Registration and Account Setup steps have been completed, the Account Manager
(AM) (Corporate or Representative) can log in to the MSPRP. Note: Account Designees (ADs)
will be able to log in to the site after they self-register on the MSPRP via an invitation email
received from an AM. (See Chapter 9 for more information).

Note: The login process described in this section does not apply to beneficiaries. Beneficiaries
will access the MSPRP directly through the MyMedicare.gov website. They will not register or
setup an account on the MSPRP nor will they obtain an MSPRP login ID or password. If you are a
beneficiary and you want to access the MSPRP, go to https://mymedicare.gov/ and use your
established login ID and password for that application. Access to the MSPRP is available from the
MSP section of the MyMedicare.gov website.

1. Go to: https://www.cob.cms.hhs.gov/MSPRP/.

The Login Warning page appears, detailing the Data Use Agreement (DUA) (Figure 6-1). The
Login Warning page can be printed by clicking the Print this page link in the upper right side
of the page. Review the DUA.

2. To proceed, click the I Accept link at the bottom of the page.

The Welcome to the MSPRP page appears (Figure 6-2). You will be denied access to the
MSPREP site if you click the I Decline link.

3. Enter your login ID in the User Name field and your password in the Password field and click
Login.

Note: To remove the information entered in the User Name and Password fields click Clear.
Your home page will display. See Section 6.1.1.

Note: If you have already completed the /D Proofing process and have activated a factor, then the
first page you will see after you log in will be the Select Login Option page (Figure 7-13). This
page requires you to select whether or not you will use your Multi-Factor Authentication (MFA)
factor to view unmasked case information (see Chapter 7) before your home page appears.
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Figure 6-1: Login Warning

Login Warning »
Print this page

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW

This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other
federal guidance for accessing this Government system, which includes: (1) this computer network, (2) all computers
connected to this network, and (3) all devices and storage media attached to this network or to a computer on this
network. This system is provided for Government-authorized use only.

Unauthorized or improper use of this system is prohibited and may resultin disciplinary action, as well as civil and
criminal penalties.

Personal use of social media and networking sites on this system is limited as to not interfere with official work duties and
is subject to manitoring.

By using this system, you understand and consent to the following:
*You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this system.

*The Government may manitor, record, and audit your system usage, including usage of personal devices and email
systems for ofiicial duties or to conduct HHS business. Therefore, you have no reasonable expectation of privacy
regarding any communication or data transiting or stored on this system. At any time, and for any lawful Government
purpose, the Government may manitor, intercept, and search and seize any communication or data transiting or stored
on this systam.

*Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government
purpose.

hitp:ffwarw.cms.hhs.goviAbout-CMSfAgency-Information/Aboutwebsite/Security-Protocols.himl

Privacy Act Statement

The collection of this information is authorized by Section 1862(b) of the Social Security Act (codified at42 US.C
1395y(b)) (see also 42, C.FR. 411.24). The information collected will be used to identify and recover past conditional
and mistaken Medicare primary payments and to prevent Medicare from making mistaken payments in the future for
those Medicare Secondary Fayer situations that continue 1o exist. The Privacy Act (5 U.8.C. 552a(b)), as amended,
prohibits the disclosure of information maintained by the Centers for Medicare & Medicaid Services (CMS) in a system of
records to third parties, unless the beneficiary provides a written request or explicit written consent/autharization far a
party to receive such information. Where the beneficiary provides written consent/proof of representation, CMS will
permit authorized parties to access requisite information.

Attestation of Information

The information provided is complete, truthful, accurate, and meets all requirements set forth to use this process; and, |
have read and understand all of the Centers for Medicare & Medicaid Services information at
hitp:#icms.goviMedicare/Coordination-of-Benefits-and-Recovery/Coordination-of-Benefits-and-Recovery-
Cverview/Medicare-Secondary-Payer/Medicare-Secondary-Payer.html.

LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning.
| Accept
Decline

1 A Privacy Act system of records is a group of any records about individuals and under the contral of any Federal
agency from which information is retrieved by the name or other persanal identifier of the individual.
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Figure 6-2: Welcome to the MSPRP

About This Site CMS Links How To... Reference Materials Contact Us
e —
Welcome to the MSPRP Signlinltoyouraccount
The Medicare Secondary Payer Recovery Portal provides a quick and efficient way to request case information and provide User Name:
information to assist in resolving Medicare’s recovery claim. With the use of this portal, you may submit a valid authorization,
request an update to the conditional payment amount, submit settlement information and dispute claims. Forgot User Name
For information about the availability of auxiliary aids and services, please visit: Password:

hitp:/fwww.medicare_gov/about-us/nondiscrimination/nondiscrimination-notice.html

Forgot Password

MSPRP Message

Afttention Users: Multi-factor Authentication (MFA) on the MSFRP is now available. For additional information see the
updated MSPRP User Manual located under the Reference Materials section.

Getting Started

If you are a Medicare Beneficiary and would like to use the MSPRP fo reguest case information, please login to your
MyMedicare account by visiting the MyMedicare.gov website at https//mymedicare.govl.

For more information, refer to How To Get Started under the How To menu option. To begin the registration process, click
the 'New Registration' button.

STEF 1 STEF 2

" New Registration Account Setup

(Account ID and PIN required)

6.1.1 Account Manager and Account Designee Home Page

The Account List page is the first page displayed after a successful login from the Welcome to the
MSPRP page. This page functions as your main processing page to initiate all MSPRP functions.
This is considered your home page. It is the page you will return to when you click Home on the
menu bar from any page within the MSPRP. It displays all of the MSPRP accounts that are
associated with your login ID.

Note: If you have already completed the /D Proofing process and have activated a factor, then the
first page you will see after you log in will be the Select Login Option page (Figure 7-13). This
page requires you to select whether or not you will use your MFA factor to view unmasked case
information (Chapter 7) before your home page appears.
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Figure 6-3: Account List

Chapter 6: Accessing the MSPRP

Account List »
Print this page

Click the desired link to access the associated account.

You may update your personal information or change your current password by clicking the appropriate link under the
Account Settings List.

a— Multi-Factor Authentication
MSPRP users may request access to view unmasked claims data that was previously only

accessible to the beneficiary. Individuals requesting this access must complete the ID Proofing
and Multi-Factor Authentication (MFA) process. The status of your request will display as a link
under the Multi-Factor Authentication box. You will click this link to progress through the required
steps. Once you have successfully completed this process your status will be changed fo

' Complete.

D —

During the 1D Proofing process, you will be asked to provide current personal information and respond to guestions created
by Experian Credit Services {an outside entity) to confirm your identity. This informafion, the questions, and your answers will
not be stored on the MSPRP. This process will not impact your credit score.

To use MFA services, you will be required to register for a Factor Type (Voice Call and/or Text Message (SMS)) as a
method of receiving your security token to access the MSPRF application using your MFA Login. When registering for Voice
Call, a landline phone or mobile device may be used {o receive the security token via phone call. To register for Text
Message (SMS) you must register with a mobile phone number in order to receive your security token via text message.
After the Factor registration, you then must activate the Factor for your login ID. You may only have ONE registered or
activated phone number per factor type.

You will be able to activate the factor after the Next Step link has changed to Factor Required. To begin the ID Proofing
process, click the Next Step: Get Started link.

Associated Account IDs:

# FIRST LAST

#rr FIRST LAST

Quick Help

Help About This Page

Account Settings

Update Personal Information
Change Password

Q Multi-Factor Authentication

Status: Initial Process
Mext Step: Get Started

From this page, you can access the following functions:

Quick Help: Provides access to information for the MSPRP page you are working on.

Update Personal Information: Allows you to update your name, address, email, and phone.

Change Password: Allows you to change your password. See Section 8.5 for details
regarding creating passwords and the list of reserved words you cannot use.

Multi-Factor Authentication: Displays your current MFA Status and displays a link that

allows you to complete the /D Proofing process and manage your factors (see

Chapter 7 for details).

Click the Associated Account ID to access the Welcome Page.
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Figure 6-4: Welcome! Page (Account Manager)

Quick Help

Help About This Page
Welcome!

Account: #s85 First Last

Account Settings
The Medicare Secondary Payer Recovery Portal provides a quick and efficient way to request case information and provide 9

information fo assist in resolving Medicare's recovery claim. .
Update Account Information

With the use of this portal, you may submit a valid authorization, request an update conditional payment amount, submit Designee Maintenance
settlement information and dispute claims. Wiew Account Activity

You may view the account activity by clicking the appropriate link under the Account Settings.

To request information regarding a case you have not already associated te your account, click the Request Case Access
link below.

To see cases that you have previously associated to your account, click the Case Listing link below.
To submit a case. click the Report A Case link below.

To request a CRC NGHP Open Debt Report, click the CRC NGHP Open Debt Report link below.
Note: ou will not be able to use the links below uniil your Profile Report has been returned.
Request Case Access

Case Lisling

Report A Case

Open Debt Report

From this page you can access the following functions. None of these functions are available until
the Profile Report is signed and received by the Electronic Data Interchange (EDI) department.

Request Case Access: Displays the New Case Request page where you can search for and add
a case to your account ID that is not currently included on your Case Listing page. You will
not be able to access or manage a recovery case until you have successfully located the case
using the Request Case Access page. See Chapter 11 for details.

Case Listing: Displays the Case Listing page where you can view and manage recovery cases
that were successfully added to your account ID using the Request Case Access page. It
includes cases for both AMs and ADs. See Chapter 12 for details.

Report a Case: Allows beneficiaries and non-beneficiaries to report a case on behalf of a
beneficiary or an insurer and to answer questions to determine if the case is eligible for
submission. See Chapter 13 for details.

Open Debt Report: This report shows the status for open debts on-demand (with data updated
nightly) for NGHP insurer-debtor cases. It is visible and available to AMs only and is created
per account ID on cases that carry an accounts receivable (AR) balance of greater than zero.
See Section 12.3 for details.
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6.2 Log in to the MSPRP Site (Beneficiary)

Beneficiaries access the MSPRP through the MyMedicare.gov website. They log in to their
MyMedicare account via the MyMedicare.gov website at https://mymedicare.gov/. Enter your
established login ID and password for that application in the Secure Sign In section of the web

page.
After you successfully log in to the MyMedicare.gov site and enter the Medicare Secondary Payer
(MSP) section, you can access the MSPRP in two different ways:

1. Click the Case ID link in the Payment Details box on the MyMedicare page of the case you
would like to access.

2. Click Go to MSPRP.

You are granted full access to their cases and are matched to the cases by their Medicare ID
(Health Insurance Claim Number [HICN] or Medicare Beneficiary Identifier [MBI]).

6.2.1 MyMedicare.gov: Case ID

When a beneficiary clicks a Case ID link on the MyMedicare.gov web page, they are directed to
the Case Information page in the MSPRP. The top half of this page allows a beneficiary to view

information related to the case and the bottom half of this page identifies various actions that can
be taken on a case (see Chapter 14).


https://mymedicare.gov/
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Figure 6-5: Case Information (Beneficiary)

About This Site CMS Links Reference Matenials Contact Us

‘ Print this page (Quick Help : Help About This

Case Information

Case ID: 2011388580005 Medi 1D: A

Case Type: Liability Insurance Beneficiary DOB: mmiddiyyyy

Case Status: Demand Issued What is this? Beneficiary Last Name: Last Name

Current Status of Debt: Intent to Refer Letter Sent Treasury Referral Date: 01/01/2016

Date of Incident: 09/15/2009 Authorization Level: Proof of Representation

Industry Date of Incident: 09/15/2009 What is this? Authorization Status: Verified

ORM: Yes ORM Termination Date: 01/01/2016
Payment Electronic Payment Refund Informafion Letier Activity Waiver/ Final Conditional
Information History Redetermination’ Payment Process

Compromise

*Current Conditional Payment Amount: 32 800.00

*Note: Claims are refrieved daily. This amount is current as of. 07/23/2018. Please be advised that the claims associated to this case are currently being
evaluated for relevance. This typically takes 3-5 business days. The conditional payment amount will be automatically updated once this process is complete.
Please contact the ECRC or CRC at (855) T98-2827 if immediafe assisiance with this amount is required.

Rights and Responsibilities Letter Mail Date: 06/10/2010

Conditional Payment Letter Amount: 549606 Conditional Payment NMotice Amount: 3500.00

Conditional Payment Letter Mail Date: 06/01/2011 Conditional Payment Notice Mail Date: 06/1372011
Conditional Payment Amount Update Requested: 06/01/2011 Conditional Payment Notice Response Due Date: 07/31/2011
Demand Letter Mail Date: 06/01/2011 Balance Amount: 51.234.56

Demand Amount: 53.754.00 Balance as of Date: 06/30/2011

Interest Rate: 10% Remaining Principal Balance Amount: $1,234.56

Last Interest Accrual Date: 06/08/2013 Remaining Interest Balance Amount: 51,234.56

Note: Remaining balance amounts may not reflect recent paymenis.

(MELCEREW G > W What is this?

Figure 6-6: Case Information (Actions: Beneficiary)

Please select an action from the following list, if the option is disabled (grayed out) it may not be available for the case at this time:
@] Request an update to the conditional payment amount  What is this?

@] Request an electronic conditional payment letter with Current Conditional Payment Amount  What is this?

@] Request a mailed copy of the conditional payment letter  What is this?

O View ! Dispute Claims Listing What is this?

O view/Provide the Notice of Settiement Information What is this?

O Initiate Demand Letter What is this?

© Submit Compromise Request ‘What is this?

careol 3
| IS

6.2.2 MyMedicare.gov: Go to MSPRP

When a beneficiary clicks the Go to MSPRP on the MyMedicare.gov web page, they will be
directed to the Welcome! Page in the MSPRP. This page functions as the main processing page to
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initiate all MSPRP functions. This is considered the beneficiary home page. It is the page you will
return to when you click Home on the menu bar from any page within the MSPRP.

Figure 6-7: Welcome! Page (Beneficiary)

Welcome! Quick Help

Help About This Page

The Medicare Secondary Payer Recovery Portal provides a quick and efficient way to request case information and provide
information to assist in resolving Medicare's recovery claim.

With the use of this portal, you may submit a valid authorization, request an update to the conditional payment amount, e
submit settlement information and dispute claims. Account Settings

You may view the account activity by clicking the appropriate link under the Account Settings. View Account Activity

To request information regarding a case you have not already associated to your account, click the Reguest Case Access
link below.

To see caszes that you have previously associated to your account, click the Case Listing link below.

To submit a case, click the Report A Case link below.

Note: You will not be able to use the links below until your Profile Report has been refurned.

Request Case Access

Case Listing

Report A Case

From this page, you can access the following functions:

¢ Quick Help: Provides access to information for the MSPRP page you are working on.
e Logoff: Allows you to log out of the MSPRP system.

e Request Case Access: Displays the New Case Request page where you can search for and add
a case to your Case Listing page (see Chapter 11).

e Case Listing: Displays the Case Listing page where you will be able to view and manage your
cases (see Chapter 12).

e Report a Case: Displays the Case Creation page, where you may enter data related to your
case and begin the case creation process. See Chapter 13 for details.

6.3 Forgot User Name (Login ID)

If you (Corporate or Representative Account types only) have forgotten your login ID (user
name), you can request it by clicking the Forgot ID link from the Welcome to the MSPRP page.
You will be required to provide the email address and the answers to the security questions that
you supplied when you originally registered.

Note: See Section 6.4 if you need to unlock or reactivate your account.
1. On the Welcome to the MSPRP page, click the Forgot ID link below the User Name field.
The Forgot Login ID page appears.

Figure 6-8: Forgot ID Link

User Name:

Forgot 1D
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Figure 6-9: Forgot Login ID

_Skip Navigation

Forgot Login ID - Quick Help

Help About This Page

An astensk () indicates a required fleld.

“Enter your E-mail Address:

e 0 JREST-Y

2. Enter your email address and click Continue.
The Forgot Login ID or Password page appears (Figure 6-10).

Note: Click Cancel to stop and return to the Welcome to the MSPRP page without requesting
your login ID.

3. Answer the two security questions with information you provided during the registration
process. Correctly answer each of your pre-selected security questions.

4. Click Continue.

The Forgot Login ID Confirmation page appears if your answers are correct
(Figure 6-11). This page confirms that you have successfully requested your login ID.

If the information you entered is correct, your login ID will be sent via email. If you receive an
error indicating that the answers are incorrect, check your answers and enter the information
again. If you cannot remember the answers to your security questions, contact an EDI
representative.

5. Click the Medicare Secondary Payer Recovery Portal Welcome Page link to return to the
Welcome to the MSPRP page.

You will receive an email containing your login ID. After receipt of the email, return to the
MSPREP site and log in using your login ID and password. If you do not receive an email
within 24 hours, contact an EDI representative.

Figure 6-10: Forgot Login ID or Password

Skl ha'l- ation

e —

Forgot Login ID or Password Quick Help

Help About This Page

An astarisk () indicates a required Tield.

Security Question 1: What is your mother's maiden name?

* Answer 1

Security Question 2: What is your pef's name?
© Anawer 2

cance 3
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Figure 6-11: Forgot Login ID Confirmation

Forgot Login ID Confirmation Quick Help

Help About This Page

You have successiully submitied a request fo have your Login 1D sent 1o you.
Mext Steps
You will recedve an e-mail once yeur Login 10 request is processed. The e-mail will contain your Login 10

Please note: The e-mail massage will be sent from a notfcaton-only address that cannof accept incoming e-mail. Flease
do not reply to it

If you do not receive your e-mail within 24 hours, please call the ED| Help Desk Department af (646) 458-6740. EDM
Representalivas are available lo assist you Monday through Friday, excluding Federal holidays, from 2:00 a.m. to 5.00 p.m.
Eastern Time

Medicare Secondary Payer Recovery Portal Welcome Page

6.4 Forgot Password (Unlock Account)

If you (Corporate or Representative account types only) forgot your password to log in to the

MSPRP, or need to unlock or reactivate your account, follow these steps.

1. On the Welcome to the MSPRP page, click the Forgot Password link below the Password

field (Figure 6-12).
The Forgot Password page appears (Figure 6-13).
2. Enter your Login ID and click Continue.
The Forgot Login ID or Password page appears (Figure 6-14).

Note: Click Cancel to stop and return to the Welcome to the MSPRP page without requesting

a temporary password.

Figure 6-12: Forgot Password Link

Password:

Forgot Password

Figure 6-13: Forgot Password

Forgot Password » ' | Quick Help

Prirt thiss page

) o ) Help About This Page
An aslerisk () indicates a requirad field.

“Enter your Login ID:

cance 3
s @3
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3. Answer the two security questions with information you provided during the registration
process. Correctly answer each of your pre-selected security questions.

4. Click Continue.

The Forgot Password Confirmation page appears if your answers are correct (Figure 6-15).
This page confirms that you have successfully requested a temporary password.

If the information you entered is correct, your new temporary password will be sent via email.
If you receive an error indicating that the answers are incorrect, check your answers and enter
the information again. If you cannot remember the answers to your security questions, contact
an EDI representative.

5. Click the Medicare Secondary Payer Recovery Portal Welcome Page link to return to the
Welcome to the MSPRP page.

You will receive an email containing your temporary password. After receipt of the email,
return to the MSPRP site and log in using your login ID and temporary password. If you do
not receive an email within 24 hours, contact an EDI representative. You will be prompted to
change your temporary password when you use it to log in to the MSPRP.

Figure 6-14: Forgot Login ID or Password

Forgot Login ID or Password ‘ Quick Help

Help About This Page

An astarisk (*) indicates a required Tiakd.

Security Question 1: What is your mother's maiden nama?

* Answer 1:

Security Question 2: What i your pef's name?

* Answer 2

came 3

Figure 6-15: Forgot Password Confirmation

Forgot Password Confirmation ‘ Quick Help

Help About This Page

Your password for the Madicare Secondary Payer Recovary Portal (MSPRP) has been successiully resat

NEXT STEPS
“ou will receive an e-mail with a temporary password and instructions to follow

Please note: The e-mail message will be sent from a nolificalion-only address that cannot accept incoming e-mail. Please
do not reply 1o it

1t you do not receive your e-mail within 24 hours, please call the EDI Help Desk Department at (646) 458-6740. EDI

Representatives are available to assist you Monday through Friday, excluding Federal holidays. from 9:00 a.m. to 5:00 p.m.
Eastern Time

Madicare Secondary Payer Recovery Portal Walcoma Fage
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Chapter 7: Multi-Factor Authentication

Centers for Medicare & Medicaid Services (CMS) has adopted Identity Proofing and Multi-Factor
Authentication (MFA) to provide certain users with the ability to view unmasked case
information. The /D Proofing process requires that you provide information to Experian (an
external Remote Identity Proofing (RIDP) service provider) sufficient to prove that you are the
person you claim to be. This process works in conjunction with MFA Services, which uses two
different authentication factors to verify a user’s identity.

Note: Medicare beneficiaries do not need to use this process, as they already have complete
access to their cases on the MSPRP. This section applies to non-beneficiaries only.

Once you complete the process, you can choose whether or not to use an MFA factor to view
previously masked case information on your accounts when you log in to the MSPRP.

To complete the ID Proofing process, you will be required to enter personal information and then
respond to a set of questions. Before you start the process, the default MFA status displayed on
your home page will be Initial Process and the Next Step will be Get Started. After you finish
the process, the final MFA status will be Complete.

MFA access is granted when you:

e Successfully complete the /D Proofing process,
e Register a factor, and
e Activate at least one factor through the MSPRP.

All ID Proofing requests are vetted through the Experian Credit Service (“Experian”), an outside
entity. Once you complete the /D Proofing process, you then have the option to choose whether or
not to log in to the MSPRP using your activated factor. Your MFA status does not expire, so you
won’t ever need to repeat the process, although you can activate and deactivate factors at any
time. Establishing MFA access for one MSPRP account extends access to all of your MSPRP
accounts.

Non-beneficiary users who have not completed the ID Proofing process can continue to access the
MSPRP as they currently do with limited views of case information.

71 Eligibility

Current Account Managers (AMs) and Account Designees (ADs) can complete the /D Proofing
process to view previously masked case information.

7.2 Understanding MFA Statuses and Actions

After logging in to the MSPRP and depending on where you are in the /D Proofing process,
different MFA Statuses and Next Step actions will appear on your home page in the Multi-Factor
Authentication box. For all users who have not started the process, the default MFA Status on
your home page will be Initial Process and the Next Step will be Get Started.
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Figure 7-1: Account List (MFA)

Reference Materials

Contact Us

Chapter 7: Multi-Factor Authentication

Account List »
Print this page

Click the desired link to access the associated account.

You may update your personal information or change your current password by clicking the appropriate link under the
Account Settings List.

Multi-Factor Authentication

MSPRFP users may request access to view unmasked claims data that was previously only
accessible to the beneficiary. Individuals requesting this access must complete the 1D Proofing
and Multi-Factor Authentication (MFA) process. The status of your request will display as a link
under the Multi-Factor Authentication box. You will click this link to progress through the required
steps. Once you have successfully completed this process your status will be changed to
Complete.

During the 1D Proofing process, you will be asked fo provide current perzonal information and respond to guestions created
by Experian Credit Services (an outside entity) to confirm your identity. This information, the questions, and your answers will
not be stored on the MSPRP. This process will not impact your credit score.

To use MFA services, you will be required to register for a Factor Type (Voice Call and/or Text Message (SMS)) as a
method of receiving your security token to access the MSPRP application using your MFA Login. When registering for Voice
Call, a landline phone or mobile device may be used to receive the security token via phone call. To register for Text
Message (SMS) you must register with a mobile phone number in order to receive your security token via text message.
After the Factor registration, you then must activate the Factor for your login ID. You may only have ONE registered or
activated phone number per factor type.

You will be able to activate the factor after the Next Step link has changed to Factor Required. To begin the ID Proofing
process, click the Next Step: Get Started link.

Associated Account IDs:
##E FIRST LAST

#e FIRST LAST

”

Quick Help

Help About This Page

”

Account Settings

Update Personal Information
Change Password

”

O Multi-Factor Authentication

Status: Initial Process
Next Step: Get Started
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Table 7-1: MFA Statuses and Next Step Actions

Status

Next Step

Description

Initial Process

Get Started

This is the default status.

Indicates either you have not yet started the /D Proofing
process, or you have attempted ID Proofing (i.e., clicked
Continue on the ID Proofing and Core Credentials page),
but have not exceeded the total limit of four attempts to
complete the process.

ID Proofed

Factor Required

Indicates:

e You have successfully submitted your personal
information to Experian through the /D Proofing
Core Credential page, and

e You have answered Experian’s Identity Verification
Questions successfully, and
Experian has accepted your submissions, and
You currently have no factors in active status, or
you have a factor in pending activation status.

OR

e An EDI representative has manually completed the
ID Proofing process through the Electronic Data
Interchange (EDI) representative application, thus
setting your MSPRP Status to /D Proofed, and

*  You currently have no factors in active status or
you have a factor in pending activation status.

Pending Phone

Contact Experian

Indicates:

You were unsuccessful with completing the ID Proofing
process because you exceeded your total limit of four valid
submission attempts (i.e., you clicked Continue without
receiving validation errors the maximum four times allowed
on the ID Proofing and Core Credentials page).

OR

You clicked the Contact Experian button on the /D
Proofing Core Credentials page.

Failed Phone

Contact the BCRC

Indicates that your attempt to complete the ID Proofing
process by phone with Experian was unsuccessful.

Complete

Factor Maintenance

Indicates:

®  You have successfully completed the ID Proofing
process, and
e  You have at least one factor in active status.
Note: In this case, the Next Step is replaced with the Factor

Maintenance link. Click this link to activate or deactivate
factors.

7-3



MSPRP User Guide Chapter 7: Multi-Factor Authentication

Table 7-2: Next Step Action Details

Action Description

Get Started Displays the ID Proofing and Multi-Factor Authentication Overview page (to
begin the /D Proofing process). (Section 7.3.1)

Contact Experian Displays the Contact Experian page (to attempt to complete the /D Proofing
process by phone). (Section 7.6.1)

Note: This page is displayed when Experian is unable to validate your identity
using the information submitted from the ID Proofing Core Credentials page.

Contact BCRC Displays the Contact the Benefits Coordination & Recovery (BCRC) page (to
manually complete ID Proofing through a BCRC EDI representative). (Section
7.6.2)

Factor Required Displays the Multi-Factor Authentication (MFA) Maintenance page (to add a

factor). (Section 7.4)

Factor Maintenance Displays the Multi-Factor Authentication (MFA) Maintenance page (to activate
or deactivate factors). (Section 7.4)

7.3 ID Proofing Process
Process Overview

Click the Next Step: Get Started link from your home page, and work through the pages that
follow. Once that process is completed, you will register and activate a factor. At that point, you
will be able to log in to the MSPRP using that factor in order to see previously masked case
information, as applicable.

During this process, you will be asked to provide current personal information and respond to
questions created by Experian Credit Services (an outside entity) to confirm your identity. This
information, the questions, and your answers will not be stored on the MSPRP. This process will
not impact your credit score.

7.3.1 ID Proofing and MFA Overview

The ID Proofing and Multi-Factor Authentication Overview page is the first step for starting the
ID Proofing process. This page provides general information about the process and its purpose.
Click Continue to continue the process.

7.3.2 Completing ID Proofing Core Credentials

Clicking Continue from the /D Proofing and Multi-Factor Authentication Overview page
displays the ID Proofing Core Credentials page. This page allows you to enter personal
information and submit it to Experian to validate your identity as part of the ID Proofing process
(see Table 7-3 for field descriptions).

Notes:

First and Last Name fields are pre-filled and are the ones associated with your login ID. These
names must match your full legal name, or Experian will not be able to validate your identity.

Address information entered on this page should match your current residential address so
Experian can verify your identity. Successful ID proofing hinges upon Experian be able to use
the address you provide to match to the address they have on file for you.
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If you need to make corrections, click Cancel on this page and make any changes through the
MSPRP Update Personal Information page.

When you click Continue from the ID Proofing Core Credentials page, you will see an error
message if any of the data you entered fails a validation check. Data validation corrections do not
count towards your total submission attempts. Your data must pass all validation checks on this
page before the Contact Experian button is enabled. You cannot contact Experian for assistance
until all validation errors have been resolved. After your data passes validation checks, you may
contact Experian at any time for assistance.

If you click Continue and the submission fails after four attempts, your MFA Status is
automatically set to Pending Phone and the MSPRP will display the Contact Experian page
(Section 7.6.1). At this stage, you must contact Experian for assistance in completing the /D
Proofing process.

To Complete ID Proofing Core Credentials

1. From your home page in the MSPRP, click the Next Step: Get Started link displayed in the
Multi-Factor Authentication box.

The ID Proofing and Multi-Factor Authentication Overview page appears (Figure 7-2).
Note: This page also displays your current MFA status.

2. Click Continue or click Cancel to cancel the operation.
If you click Continue, the ID Proofing Core Credentials page appears (Figure 7-3).

Note: An MSPRP Reference Number is assigned automatically in a read-only field that is
associated with your login ID.

3. Check that your First and Last Names are correct; then complete the remaining fields on the
page (see Table 7-3).
4. Click Continue to create and submit an /D Proofing Core Credentials record to Experian.

When the submission is successful and Experian is able to verify your identity, the MSPRP will
display the Identity Verification Questions page, where you will be required to answer a set of
personal questions (Section 7.3.3). The MSPRP will also change the MFA Status on your home
page.

Note: The status set depends on the response sent by Experian.
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Figure 7-2: ID Proofing and Multi-Factor Authentication Overview

ID Proofing and Multi-Factor Authentication Overview Quick Help

Print this page

Help About This Page
“ou have selected a link that will guide you through the 1D Proofing and Multi-Factor Authentication (MFA) process an the
Medicare Secondary Payer Recowery Portal (MSPRP). MSPRP users requesting electronic access to MSPRP protected
information must be successfully ID Proofed and have at l=ast one Factor associated to their MSPRP account.

Dwring this process you will be requested to:

= Enter certain personal information on the MSPRP including your Full Legal Mame, Social Security Mumber, Date
of Birth, Current Residential Address, and Personal Phone Mumber which will be evalusted by Experian Credit
Senvices (an outside entity}. Please note that the information you provide will not be stored on the MSPRP. The
information you provide and your answers to the questions will be evaluated by Experian to confirm your identity.
This will not impact your credit score.

= Successfully respond to a series of questions created by Experian Credit Services (an outside entity) that are
related to you.

= Contact Experian Verification Support Services via the phone to atternpt to become |0 Proofed outside of the
MSPRP if you were unsuccassful at ID Proofing in the MSPRP.

= Associate an MFA Factor to your MSPRP Login ID.

MNext Steps

‘Once you have been successfully |0 Proofed and have at least one factor associated to youwr Login D, you will be able to

use that to view claims data that was previously only accessible to the beneficiary. When logging into the MEPRP system,
you will be asked to enter your MSPRP Login |0 and Password. Mesd, you will decide how you want to view MSPRP data for
your current kogin session. If you choose to view sensitive information, the MSPRP will require you to login using Multi-Factor
Authentication.

Users who choose not to be |D Proofed will still be able o view dats on the MSPRP the same way they do foday. Click
Continue to proceed with the |2 Proofing process. Click Cancel to cancel this process.

Your current status in the 1D Proofing and MFA process is - Inifial Process

[ Coine & SRR
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Chapter 7: Multi-Factor Authentication

ID Proofing Core Credentials .

The name associated with your Login ID is displayed on this page. Please ensure that this is your full legal name. f changes
are required to your first or last name, click Cancel and make any necessary comections on the MSPRP Update Personal
Information page. This information will be wsed to confirm your identity as you establish your account credentials so it is
impartant that you supply your personal infarmation and current residential address.

“ou will be given 4 attempts to get |D Proofed within the MSPRP. If you receive an emor that you are unable to resalve
before your 4th failed sttempt, click the Contact Experian button for assistance. Experian Verification Support Services may
be able to assist you owver the phone. Flease note, the Contact Experian button will be disabled until you enter valid data in
all required fields and click the Continue button.

If Experian accepts your entered information when you click the Continue button, you will be directed to the [dentity
erification Questions page wherz a 10 minute fimer will immediately bagin counting down and you will be required to
provide responses to the questions posted on that page within that time.

An asterisk [*) indicates a required field.

Personal Information

* First Mame:

Middia Mame: | |

* Last Name:

Generation:

*Date of Birth: | |."| |J||

“Social Security Mumber (SSH): | -] I |

*Re-enter Social Security Number (SSN): | || || |

“Personal E-mail Address: |

*Home Phaone: | |_| |_|

Current Residential Address

*Address Line 1: |

Addrass Line 2 | |
“City: |

*State:

[Select o

"2 Cose —

|0 Proofing and Multi-Factor Authentication Data Use Agreement:

O By checking this box | am certifying that | understand the services being requested are regulated by the Fair
Credit Reporting Act and that permissible purpose is required. Any special procedures established by the Centers
for Medicare & Medicaid Services (CMS) for obtaining my authorization to receive information from my personal
credit profile from Experian have been met. | certify that | { First Lsst ) have initiated a transaction with CM35,
and that the service being requested will be used solely to confirm my identity to avoid fraudulent transactions in
my name.

Conce 3

————__________,
Quick Help

Help About This Page
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Table 7-3: ID Proofing Core Credentials

Field

Description

Personal Information

First Name

Required. Pre-filled by MSPRP. This is the first name associated with your
login ID (required).

The First Name field length is 15 characters, and blanks or special characters
are not allowed. The first three characters cannot be “C/O,” and the first four
characters cannot be “AKA ” (i.e., AKA followed by a space).

Note: If the MSPRP returns an error while validating, click the Manage
Personal Information link in the Account Settings box on your home page to
correct any errors.

Middle Name

Optional.

The Middle Name field has a maximum field length of 15 characters. Spaces or
special characters are not allowed. The first three characters cannot be “C/O,”
and the first four characters cannot be “AKA ”(i.e., AKA followed by a space).

Last Name

Required. Pre-filled by MSPRP. This is the last name associated with your
login ID.

Maximum field length is 25 characters; minimum is two. This field may
contain a hyphen or apostrophe. The first three characters cannot be “C/O.”

Generation

Optional.

Date of Birth

Required.

This field must be numeric and have exactly eight characters. Do not use
hyphens, dashes, or special characters (Example: 12102014).

Social Security Number
(SSN)

Required.

This field must be numeric and include exactly nine characters. Do not use
hyphens, dashes, or special characters (Format example using invalid number:
666779999). The field cannot start with 000, 666, or 900-999.

Note: The SSN will not be stored on the MSPRP database.

Re-enter Social Security Required.
Number (SSN)
Personal E-Mail Address Required.

The maximum field length is 80 characters. Any standard email format
accepted. It does not need to match the one associated with your login ID.
Email addresses beginning with a dash are accepted.

Home Phone

Required.

This field must be numeric. Do not use hyphens, parenthesis, dashes, or special
characters (Example: 4105556666).

Current Residential Address

Note: To assist Experian in verifying your identity, this should be your current
residential address.

Address Line 1

Required.

The maximum field length is 30 characters. The field is alphanumeric and can
only include spaces, # (pound) sign, dash, slash, and period. Military APO
addresses are valid but foreign addresses are invalid.

Address Line 2

Optional.

The same restrictions apply as Address Line 1 except the maximum field length
is 29 characters.
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Field Description

City Required.
The maximum field length is 38 characters.
APO addresses use “APO” in this field.

State Required.

Zip Code (Zip+4) Five-digit ZIP is required; four-digit extension is optional.

“APO.”

APO addresses use the ZIP code for that address; the Cizy field must contain

ID Proofing and Multi-Factor Required

Authentication Data Use Clicking the checkbox indicates you agree to the terms of the agreement.

Agreement

Continue This button submits an /D Proofing Core Credentials record to Experian.

Cancel This button cancels the current operation, discards the data, and returns you to
your home page.

Contact Experian This button transfers you to the Contact Experian page (see Section 7.6.1).

This button will only be enabled after you click Continue and do not receive
any validation errors.

7.3.3 Identity Verification Questions

If Experian is able to verify your identity from the information submitted on the /D Proofing Core
Credentials page, Experian will then send back a set of Identity Verification Questions that you
must respond to in order to complete the ID Proofing process (Figure 7-4).

You have 10 minutes to complete the questions and submit. Otherwise, your ID Proofing session
is terminated, and you will need to begin the process again from the beginning (Figure 7-5). There
is an alert to warn you when two minutes remain in the time period.

If verification was successful, the MFA status on your home page will be changed to ID
Proofed and the MSPRP will display the Multi-Factor Authentication (MFA) Maintenance
page, allowing you to activate one or more factors for your devices.

If verification was unsuccessful, the MSPRP will change the MFA Status on your home page
to Pending Phone and display the Contact Experian page (Section 7.6.1).

The Contact Experian page provides instructions on how to contact the Experian Verification
Support Services so you can attempt to complete the /D Proofing process by phone. Call 866-
578-5409 during the times indicated on the page, and have available your MSPRP Reference
Number, which is displayed on the page.

If your session timed out before you could click Continue, and the MSPRP displayed the
Failure to Respond in Time page, click Continue on that page to return to the /D Proofing
Core Credentials page to start the ID Proofing process again.
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Figure 7-4: Example Identity Verification Questions

Home About This Site CMS Links How

Reference Materials Contact Us

Sign off

Identity Verification Questions ‘ Quick Help

Help About This Page

Experian requires some additional information in order to verify your identificstion. Please select an answer to each guestion
presented on this page and dick Continue. You will be provided ten minutes to provide your responses, If your time runs out,

you will have to start the 1D Proofing process over from the beginning.

1. According to your oredit profile, you may have opened a mortgalge lcan in or around August 2010. Please select the lender
to whom you currently make your mortgage payments. If you do not have a morigage please select "NONE OF THE
ABOVE/DODES NOT APFLY™.

O BANK OF AMERICAN, N.A.

O LoAN AMERICA

O INDEPENDENCE ONE

) CITY CORP MORTGAGE

O NONE OF THE ABOVE/DOES NOT AFFLY

2. Please select the number of bedrooms in your home from the following choices. If the number of bedrooms in your home is
not one of the choices please select "NONE OF THE ABOVE™.

[oF]
Os
O
Os
(Z) NONE OF THE ABOVE

2. Which of the following is the highest level of education you have completed? If there is not a matched education level
please select "NONE OF THE ABOVE™.

O HIGH SCHOOL DIPLOMA
) SOME COLLEGE

D BACHELCR DEGREE

() GRADUATE DEGREE

O MOMNE OF THE ABOVE

4. Which of the following professions do you cumently or havepreviously belonged to? If there is not & matched profession,
please select "NONE OF THE ABOVE".

O CHIROPRACTOR

() COUNSELER

(O BARBER/COSMETOLOGIST/MANICUREST/NAIL
O ARCHITECT

O MOMNE OF THE ABOVE

ot 3
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Figure 7-5: Failure to Respond in Time

Failure to Respond in Time Quick Help

Help About This Page

Since you failed to respond to the questions presented on the Identity Verification Questions page within the allotted tan
minutes, you will need to begin the ID Proofing process again. Click Continue to return to the |D Proofing and Core
Credentials page.

74 Multi-Factor Authentication (MFA) Maintenance

Once you have successfully completed the ID Proofing process, your next steps are to return to
the MSPRP to register and activate the factor that will be associated with your MSPRP login ID.
Once activated, you can log in to the MSPRP and choose a factor if you want to view unmasked
case information.

The Multi-Factor Authentication (MFA) Maintenance page displays the factor(s) associated with
your login ID, along with associated factor information. From this page, you can activate a new
factor, or activate a registered factor in a pending-activation status, by clicking the Activate
Factor button, or deactivate a factor no longer in use by clicking Deactivate Factor. You must
have at least one factor in active status to view unmasked case information on the MSPRP.

Note: You can have up to two factors in active and/or pending activation status for your login ID
(i.e., a maximum of one Voice Call and one Text Message (SMS) Factor).

7.41 Register Multi-Factor Authentication (MFA)

The Register Multi-Factor Authentication (MFA) page allows you to register and activate the
factors that will be associated to your MSPRP login ID. From this page, you can register a factor
by selecting the factor type (i.e., Voice Call or Text Message (SMS)) and entering a phone
number for the factor type.

Once a factor is registered, you must activate it using the Activate Factor page before you may log
in using MFA Services to view previously masked case information.

To register an MFA Factor
1. Click the Factor Required or Factor Maintenance link on your home page.
The Multi-Factor Authentication (MFA) Maintenance page appears (Figure 7-6).
2. Click Activate Factor.
The Register Multi-Factor Authentication (MFA) page appears (Figure 7-7).

3. Select a factor type from the drop-down menu.
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4. Enter the phone number for the selected factor type.

5. Click Continue to generate an MFA security token (one-time access code) via your factor

type and proceed to the Activate Factor page (Figure 7-8), where you will complete the

activation.

Note: If your factor appears in a pending activation status, you will need to complete the

activation process, as described in Section 7.4.2.

Figure 7-6: Multi-Factor Authentication (MFA) Maintenance (No Factors)

About This Site Reference Materials

Your current status in the ID Proofing and MFA process is : |D Proofed

The Pending Activation and Active Factors associated fo your Login ID are listed on this page. You must have at least one
Factor in Active status in order to view unmasked claim information on the Medicare Secondary Fayer Recovery Portal
(MSFPRP). To activate a Factor, you must complete the activation processes for the mobile device/phone number you
registered on the Register Multi-Factor Authentication (MFA) page.

No Factor Found

Deactivate Factor B Activate Factor B Cancel £3

Multi-Factor Authentication (MFA) Maintenance -

Quick Help

Help About This Page

Figure 7-7: Register Multi-Factor Authentication (MFA)

About This Site Reference Materials

If you are registering a Factor, please select the Factor Type you wish to associate to your Login ID. If registering for Voice
Call, a landline phone or a mobile device may be used to receive the security token via a phone call. To receive your
security token via a text message, you must register for factor fype Text Message (SM$) and enter a number for a Mobile
device. After the Factor Type and applicable phone number have been entered, click Continue. You can only have one
Pending Activation or Active Factor per Factor Type. Click Cancel to retumn to the Mulii-Factor Authentication (MFA)
Maintenance page.

An asterisk (*) indicates a required field.

Last Name: Last
First Name: First
*Factor Type: Text Message(SMS) v

*Phone Number: [ |- |-

Conine 0 JAE

Register Multi-Factor Authentication (MFA) -

Quick Help

Help About This Page
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7.4.2 Activate Factor

The Activate Factor page allows you to activate the factor or factors that will be associated to
your MSPRP login ID.

At this point, you must have successfully completed the ID Proofing process, selected the factor
type (i.e., Voice Call or Text Message (SMS)) and the associated phone number you will be using,

and received the MFA security token on your device.

Notes: You can have up to two factors in active and/or pending activation status for your login ID

(i.e., a maximum of one Voice Call and one Text Message (SMS) Factor).
To Activate a Factor
1. Enter the MFA security token on the Activate Factor page (Figure 7-8).
Note: See Section 7.4.1 for steps on getting to the Activate Factor page.
2. Click Continue to complete the activation.
3. The Factor Activated Successfully page appears (Figure 7-9).
4. Click Continue to return to the Multi-Factor Authentication (MFA) Maintenance page.

Once you have activated at least one factor, the MSPRP will set your MFA Status to Complete on

your home page.

Figure 7-8: Activate Factor

Activate Factor | Quick Help

‘ Print this page

Help About This Page

Flease enter the MFA Security Token you received on your registered mobile device/phone number and then click
Continue. Click Cancel to return to the Multi-Factor Authentication (MFA) Maintenance page. If you do not receive your
MFA Security Token, please click the Resend button to receive a new MFA Security Token.

An asterisk (*) indicates a required field.

*MFA Security Token: | |Resend|

BEITC) | el @)
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Figure 7-9: Factor Activated Successfully

About This Site Reference Materials

' Factor Activated Successfully - || Quick Help

Help about this page ‘

The Factor listed on this page has been successfully activated for your Login ID. You may use this factor to view unmasked
claim information on the Medicare Secondary Payer Recovery Portal (MSPRF) next time you login.

Factor Type Phone Number Status Date Activated
Text Message(SMS) (355% ) #ERIRERE ACTIVE 1002272018

Figure 7-10: Multi-Factor Authentication (MFA) Maintenance (With Factors)

About This Site Reference Materials

" Multi-Factor Authentication (MFA) Maintenance - | Quick Help

Help About This Page ‘

Your current status in the ID Proofing and MFA process is : Complete

The Pending Activation and Active Factors associated to your Login ID are listed on this page. You must have at least one
Factor in Active status in order to view unmasked claim information on the Medicare Secondary Payer Recovery Portal
(MSFRF). To activate a Factor, you must complete the activation processes for the mobile device/phone number you
registered on the Register Multi-Factor Authentication (MFA) page.

Select Factor Type Phone Number Status
@] Voice Call (355 $RRREE ACTIVE

Deactivate Factor B Activate Factor B Cancel 3

7.4.3 Deactivate Factor

Once you activate one or more factors on the MSPRP, you can deactivate them at any time. Once
a factor is deactivated, you will not be able to use it to view previously masked case information
on the MSPRP, unless you activate it again using the Multi-Factor Authentication (MFA)
Maintenance page.

Notes:
You may also deactivate a factor that is in pending activation status.

If you activate and then deactivate the text message factor and then decide to register it again
using the same phone number, you will not need to activate it by entering a security token. The
MFA services keeps this factor on file. If you select this factor type again, the system will place it
in Active status automatically.
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To Deactivate a Factor

1. Click the Factor Maintenance link on your home page.
The Multi-Factor Authentication (MFA) Maintenance page appears.

2. Click the radio button to select the factor you want to deactivate.

3. Click Deactivate Factor.
The Deactivate Factor Confirmation page appears.

4. Click Continue to confirm the deactivation or click Cancel to cancel the deactivation process.
The Factor Deactivated Successfully page appears.

5. Click Continue to return to the Multi-Factor Authentication (MFA) Maintenance page when

completed.

Figure 7-11: Deactivate Factor Confirmation

Home ‘About This Site: ‘CMS Links. How To... Referance Materials Contact Us Sign off
————————

Deactivate Factor Confirmation - ' Quick Help |

Help About This Page
Please review the information displayed on this page to confirm that this factor should no longer be associated to your Login

10. Once = factor has been deactivated, you will not be able to uss it to view unmasked clzim information on the Medicare
Secondary Payer Recovery Portal (MSPRP) unless you reactivate it at a later fime. |f this i the only factor in Acfivated
status associated to your Login 1D, you will no longer be able o view unmasked claim information until you activate another
factor. Click Continue to proceed. Click Cancel to retum to the Multi-Factor Authentication (MFA) Maintenance page without

deactivating this Factor.
Factor Type Phone Number Date Deactivated
Texd Message(SMS) (EFEE) BRSNS 02242015

Conine 0 JIRR

Figure 7-12: Factor Deactivated Successfully

Home About This Site CMS Links How To.__ Reference Materials ‘Contact Us Sign off
A ————————————————

Factor Deactivated Successfully >  Quick Help |

Help About This Page |

The factor listed on this page has been successfully deactivated for your Login 10,

Factor Typs Phone Number Date Deactivated
Text Message{SM3) (o) ser s 022472015

7.5 Logging in Using MFA Services

Once you have completed the ID Proofing process and have at least one MFA factor in active
status on the MSPRP, you can log in to the MSPRP and choose whether or not to use MFA
Services to view previously masked case information.
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When you log in, the MSPRP displays the Select Login Option page automatically.

If you want to use MFA Services, select the Login using Multi-Factor Authentication option
and select a factor. You will be redirected to the Multi-Factor Authentication (MFA) Verification
page where you will have three attempts to successfully enter the MFA security token. If you fail
to do so, the MSPRP will lock your account after the third attempt, and you will be prevented
from viewing any MSPRP data. Contact an EDI representative to unlock your account. Note: You
may also use steps in Section 6.4 to unlock your account yourself.

To use MFA Services
1. Log in to the MSPRP.
The Select Login Option page appears (Figure 7-13).
Note: This page will not appear if you have not activated any MFA factors.

2. Click to select either the Login using Multi-Factor Authentication or Login without my
Multi-Factor Authentication radio button.

If using MFA Services, select an MFA factor from the drop-down menu.
3. Click Continue to continue the login, or Cancel to sign off from the application.

If you click Continue, the Multi-Factor Authentication (MFA) Verification page appears
(Figure 7-14)

4. Enter the MFA Security Token and click Continue to continue the login, or Cancel to return to
the Select Login Option page.

If you click Continue, the Account List page appears (Figure 7-16).

Figure 7-13: Select Login Option

Quick Help

Select Login Option \ L )

Print this page
Help About This Page
For advanced security and the ability for representatives to view unmasked claim information, a registered user must log in

using multi-factor authentication. To log in using mulii-facter authentication, please choose your MFA factor and click
Continue to proceed.

© Login using Multi-Factor Authentication

*Required to view unmasked Medicare beneficiary claim information

*Select the MFA Facter you are using for this login session:

O Login without my Multi-Factor Authentication
Choosing this option will mask certain claim information from view.

Continue [ Cancel 3
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Figure 7-14: Multi-Factor Authentication (MFA) Verification

Multi-Factor Authentication (MFA) Verification » | Quick Help

Help About This Page

FPlease enter the MFA Security Token you received on your registered mobile device/phone number and then click
Continue. Click Cancel to return to the Select Login Option page. If you do not receive your MFA Security Token, please
click the Resend button to receive a new MFA Security Token.

An asterisk (*) indicates a required field.

Factor Type: Text Message(SMS)

*MFA Security Token: |Resend|

7.6 Troubleshooting

7.6.1 Contact Experian

During the ID Proofing process, if Experian was unable to validate your identity using the
information submitted from the /D Proofing Core Credentials page, then the Contact Experian
button is enabled on your home page. Click this button to display the Contact Experian page
(Figure 7-15). This page provides instructions on how to contact Experian so you can attempt to
complete the ID Proofing process by phone.

To Contact Experian
Call 866 578-5409 during the times indicated to contact Experian Verification Support Services.

The agent will ask you for the MSPRP Reference Number (displayed on the Contact Experian
page) along with your name, address, phone number, date of birth, and Social Security Number
(SSN). You may also be required to provide answers to some questions asked by the agent.

If the agent verifies your identity successfully, they will let you know. Click Continue to return to
your home page and click the Contact Experian link. Your status will be listed as ID Proofed
and the Next Step will be the Factor Required link. Click this link to complete the final step of
the Multi-Factor Authentication process.

Phone Verification Unsuccessful?

If the Experian agent is unable to confirm your identity, they will let you know that you have
failed the phone /D Proofing process. Click Continue to return to your home page and click the
Contact Experian link. Your status will be listed as Failed Phone and the Next Step will be the
Contact BCRC link (Figure 7-16). Click this link to access information for contacting the BCRC
so you can complete the /D Proofing process manually (Figure 7-17).

From the Contact Experian page, click Continue to return to your home page.
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Figure 7-15: Contact Experian

S
Contact Experian » Quick Help
Prind this page I

Help About This Page

Experian was unable to validate the information you submitied for ID Proofing. Please contact Experian Werification Support
Servicas by phone at (866) 578-5409 during the times listed on this page in 2n attempt fo become 1D Proofed over the
phane. When you speak with the Experian call center agent, you will need to provide the MSPRP Referenca Number
displzyed on this page along with your Mame, Address, Phone Mumber, Date of Birth and Social Security Number. You may
also be required to provide answers to some questions asked by the agent.

After you speak with an agent they will ket you know your |D Proofing status. Chck Continue to reten to your home page. If
the agent successfully verified your identity, you can complete the final step in the multi-factor authentication process by
clicking the Mext Step link (Contact Experian) on your home page. If the agent was unable to confirm your identity, you can
attemipt fo be ID Proofed through a manual process by clicking the Nesdt Step link {Contact BCRGC) on your home page.

Experian Verification Support Services Contact Information
Phione Number: [(866) 578-5409
MSPRP Reference Number: MRP38351

Day of the Week Open Close
Monday 8:30 am EST 10:00 pm EST
Tuesday 5:30 am EST 10:00 pm EST
‘Wednesday 8:30 am EST 10:00 pm EST
Thursday 5:30 am EST 10:00 pm EST
Friday 8:30 am EST 10:00 pm EST
Saturday 10:00 am EET 8:00 pm EST
Sunday 11:00 am EST 8:00 pm EST

Figure 7-16: Account List (MFA Status: Failed Phone)

Home About This Site CMS Links How To... Reference Materials Contact Us Logoff

Account List » Quick Help
Print this page

Help About This Page
Click the desired link io access the associated account.

You may update your personal information or change your current password by clicking the appropriate link under the
Account Seftings List.

Account Settings
Multi-Factor Authentication

MSPRP users may request access to view unmasked claims data that was previously only Update Personal Information
accessible to the beneficiary. Individuals requesting this access must complete the 1D Procfing Change Password

and Multi-Factor Authentication (MFA) process. The status of your request will display as a link
under the Mulli-Factor Authentication box. You will click this link to progress through the reguired
steps. Once you have successfully completed this process your status will be changed to
Complete.

e 1

£ Multi-Factor Authentication

During the ID Proofing process, you will be asked to provide current personal information and respond to guestions created
by Experian Credit Services (an outside entity) to confirm your identity. This information, the guestions, and your answers will Status: Failed Phone
not be stored on the MSPRP. This process will not impact your credit score. Next Step: Contact BCRC

To use MFA services, you will be required to register for a Factor Type (Voice Call and/or Text Message (SMS)) as a
method of receiving your security token to access the MSPRP application using your MFA Login. When registering for Voice
Call, a landline phone or mobile device may be used to receive the security token via phone call. To register for Text
Message (SMS) you must register with a mobile phone number in order to receive your security token via text message.
After the Factor registration, you then must activate the Factor for your login ID. You may only have ONE registered or
activated phone number per factor type.

You will be able to activate the factor after the Next Step link has changed to Factor Required. To begin the ID Proofing
process, click the Next Step: Get Started link

Associated Account IDs:
##Hi## FIRSTLAST

#R FIRST LAST

7-18



MSPRP User Guide Chapter 7: Multi-Factor Authentication

7.6.2 Contact the BCRC

If Experian was unable to verify your identity by phone and you still want to continue with the /D
Proofing process, you will need to bring specific documentation to a Notary Public and have that
individual verify your identity and notarize a statement to that effect. You will then need to send
your documentation to the Benefits Coordination & Recovery Center (BCRC) and have an EDI
representative manually complete /D Proofing for you.

To contact the BCRC

1. Click the Contact BCRC link from your home page.
The Contact the Benefits Coordination & Recovery Center (BCRC) page appears
(Figure 7-17).

The Notary Statement Template link on this page opens a blank statement that you can
download, complete, and have signed by a Notary Public as proof of your identity. This
template includes a list of documents you can choose from to prove your identity to the
Notary.

The Notarized Statement Sample link opens a sample of a completed document
(Figure 7-18).

2. Complete and mail the notarized statement to the BCRC EDI department at the address
indicated on the page.
3. Click Continue to return to your home page.

If the BCRC is able to verify your identity, you will receive an email notification within 45 days
of receipt of your notarized document. If you have not received the notification after 45 days,
contact the EDI department Monday-Friday, from 9:00 a.m. to 5:00 p.m., Eastern Time, except
holidays, at: 646-458-6740 (TTY/TDD: 1-855-797-2627).

Once you receive a verification email notification from the BCRC, the MFA Status on your home
page will be set to /D Proofed and the Next Step will be the Factor Required link.
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Figure 7-17: Contact the BCRC

Home About This Site CMS Links How To... Reference Materials Contact Us Sign off
e

\ Quick Help
Contact the Benefits Coordination & Recovery Center (BCRC) ‘ Print this page
Help About This Page

Experian is unable to verify your identity. If you want to continue with the ID Proofing process, you will need to bring specific
documentation to a Notary Public and have him/her verify your identity and notarize a statement to that effect.

The documentation that will be accepted as proof of your identity as well as a template that can be used by the Notary Public
for this purpose can be found at the following link: Notary Statement Template. Should you wish to view a sample of a
completed Notarized Statement, please view the document at the following link: Notarized Statement Sample.

Once a Notary Public has been able to confirm your identity, you should mail the notarized statement to the BCRC EDI
Department at:

Medicare

MSPRP

PO Box 138892
Oklahoma Gity, OK 73113

Next Steps

If the BCRC is able to successfully verify your identity, you will receive an e-mail notification within 45 days of receipt of your
notarized document. Upon receipt of this e-mail, you will need to login to the Medicare Secondary Payer Recovery Portal
(MSPRP) and click the 'Factor Required' link on your home page. This will allow you to activate a factor for your Login ID
which is needed to view unmasked claim information on the MSPRP_ If you haven't received the e-mail notification from the
BCRC after 45 days, contact the EDI Department Monday-Friday, from 9:00 a m. to 5:00 p.m_, Eastern Time, except
holidays, at: (646) 458-6740.
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Figure 7-18: Example Notary Statement

NOTARY STATEMENT - VERIFICATION OF IDENTIFICATION (SAMPLE)

Name of Applicant:  John Doe
Address of Applicant: 99 Anv Street

New York, NY 00000-0000

MSPRP E-mail Address: JDoe@hotmail. com

Signature fu!
State of New York
Countv of Madison

Onthis,the 5%  davof March 2015 before me, a Notary Public, the undersigned officer in and for the above state

and county, personally appeared John Doe proved to be the person named by providing the following
document(s):
Driver’s License as identification.

In witness hereof, [ hereunto set mv hand and official seal.
_V_L-.A,: = t\-—?_ —— —

Notary Public
My Commission Expires: _ mm/ddvvyv,

Acceptable Forms of Identification

An individual can provide proof of his or her identitv by providing anv one tier one documents or anv combination of the
tier two documents listed below:

Tier One Document Driver’s License; School Identification Card with photograph of the individual;
Voter Regisration Card; U.S. Military Card; U.S. Militarv Draft Record;
Identification Card issued by the federal, state, or local government with the
same information included on driver’s licenses; U_S. Passport; I-5351 Permanent
Resident Card; Certificate of Naturalization; Military Dependent Identification
Card; Tribal Card; Authentic Document from a Tribe declaring membership for
an individual; U.S. Coast Guard Merchant Mariner Card

Tier Two Document TS Public Birth Certificate; Social Security Card; Marriage Certificate
Divorce Decree; Emplover Identification Card; High School or College
Diploma; Propertv Deed or Title
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Chapter 8: Account Settings

Account Settings functions, which are located on the Account List home and associated Account
ID pages, are available to Account Managers (AMs) and Account Designees (ADs) (Corporate
and Representative account types only). Access to these functions is limited by user role.

AMs and ADs can access the following from the Account List page:

e Update Personal Information: Allows you to update your name, email address, address and
phone.

e Change Password
AMs can access the following from their associated Account ID pages:

e Update Account Information: Allows you to update the organization name, recovery case
mailing address, email address, and phone number.

¢ Designee Maintenance: Allows you to invite/revoke AD access to the account.

Note: You will grant/revoke AD access to a case from the Case Listing page (see Section
12.2.4).

e View Account Activity
ADs can access the following from their associated Account ID pages:
e View Account Activity

To access the links in the Account Settings box, you must be logged into the MSPRP and be on
your home page (i.e., the Account List page).

8.1 Update Personal Information

Your personal information is recorded during your initial registration. However, this information
can be updated and changed, if necessary.

1. Click the Update Personal Information link in the Account Settings box on the Account List
page (Figure 8-1).

The Update Personal Information page appears (Figure 8-2).

2. Make any necessary changes. You will need to type your email address in the Re-enter Email
Address field.

3. Click Continue.

The Personal Information Update Confirmation page appears with the updated information
(Figure 8-3).

4. Review the updated information. You can print this page by clicking the Print this page link.
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5. Click Continue to return to your home page.

The system then sends you an email confirming that your personal information has been
changed (Figure 8-4).

Note: If you updated your email address, the email will be sent to your previous email address.
Figure 8-1: Account Settings
ﬁ
Account Settings

Change Password

Update Personal Information

Figure 8-2: Update Personal Information

*First Name:
*Email Address:

“Re-enter Email Address:

' Update Personal Information

An asterisk (7) indicates a required field.

Mary M:

“Last Name: Smith

wow12@gmail com|

“Phone: (333 )- 333 - 4444
Mailing Address

“Address Line 1: 333 TestRd

Address Line 2:

“City: Austin

“state: [Texas  [+]
*Zip Code: 12345

s @

-

Print this page

Contact Us

Quick Help

Help About This Page
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Table 8-1: Update Personal Information

Field Description

First Name Enter your first name. This is the first name associated with your login ID
(required).
Note: If you are undergoing the /D Proofing process, blanks or special
characters are not allowed in this field. Also, the first three characters cannot be
“C/O,” and the first four characters cannot be “AKA ” (i.e., AKA followed by a
space).

MI Enter the first letter of your middle name (optional).

Last Name Enter your last name. This is the last name associated with your login ID
(required).
Note: If you are undergoing the /D Proofing process, this field may contain a
hyphen or apostrophe. The first three characters cannot be “C/O.”

Email Address Enter your personal email address.

Re-enter Email Address Enter your email address a second time for verification purposes.

Phone Enter your personal phone number.

Ext. Enter the extension for your phone number (optional).

Address Line 1

Enter your personal mailing address.

Note: This address will not be used to send correspondence related to the
recovery case.

Address Line 2

Enter the second line of your personal mailing address (optional).

Note: This address will not be used to send correspondence related to the
recovery case.

City

Enter the city where you are located.

Note: This address will not be used to send correspondence related to the
recovery case.

State

Select the state where you are located from the drop-down list. To quickly select
a state, type the first letter to scroll to the desired state.

Note: This address will not be used to send correspondence related to the
recovery case.

Zip Code

Enter the ZIP code where you are located (required), plus four-digit ZIP code
suffix (optional).

Note: This address will not be used to send correspondence related to the
recovery case.

Continue

Command button. Click to save changes and continue to the next page.

Cancel

Command button. Click to return to your home page.
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Figure 8-3: Personal Information Update Confirmation

About This Site Reference Materials

T ——
Personal Information Update Confirmation - Quick Help

Help About This Page
*our information has been updated. Print this page for your records.
Personal Information
First Name: FIRST ML M Last Mame: LAST

E-Mail Address: AAAA@ALA AL
Phone: SHEEEEEEE ext. 3

Mailing Address

Address Line 1: AAAAAAAAAA
Address Line 2: AAAAAAAAAA
City: AAAARAAARS

State: AAAARAAARS

Zip Code: &2

Figure 8-4: Sample Personal Information Update Email

From: DoNotReply@cob.cms.hhs.gov [mailto:DoMotReply@cob.cms.hhs.gov]
Sent: Tuesday, December 18, 2012 2:50 PM

To: AM-Email@AAAAAAAAAA
Subject: Personal Information Update

*#** PLEASE DO NOT REPLY TO THIS EMAIL ***
Dear FirstName LastName:
This email is to confirm that your Personal Information has been updated.

This electronic message transmission is intended only for the person or entity to which it is
addressed and may contain information that is privileged, confidential, or otherwise protected
from disclosure. If you have received this transmission; but are not the intended recipient. you
are hereby notified that any disclosure, copying, distribution, or use of the contents of this
information is strictly prohibited. If you have received this e-mail in error, please contact the
Electronic Data Interchange (EDI) Department at 646-458-6740 and delete and destroy the original
message and all copies.
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8.2 Update Account Information

The AM for the account can update their organization’s MSPRP account information when
necessary. For Corporate account types, see Section 8.2.1. For Representative account types, see
Section 8.2.2.

8.2.1 Corporate Account—Update Account Information

1.

Click the Update Account Information link in the Account Settings box on your Account ID
page (Figure 8-5).

The Update Corporate Information page appears (Figure 8-6). You can update your Corporate
information or your Account Representative’s (AR’s) contact information from this page.

To update the corporate information, click the Edit button next to the Corporate Information
heading.

To update the AR’s information, click Edit next to the Account Representative (AR)
Information heading,

The Corporate Information page appears (Figure 8-7). The Corporate Information fields are
open for editing.

Make changes as necessary and click Continue.

The Update Corporate Information page appears again with the updated information
(Figure 8-8).

Note: You cannot change the Employer Identification Number (EIN).

Figure 8-5: Account Settings

Account Settings

Update Account Infarmation
Designee Maintenance
Wiew Account Activity
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Figure 8-6: Update Corporate Information

Skip Mavigation
About This Site CMS Links

Reference Materials Contact Us

Update Corporate Information » ‘ Quick Help ‘
Prinwis page

Help About This Fage
You may edit the Corporate Account information or Account Representative information by clicking on the Edit button

of that secticn. You may not change the acoount type. Click the Centinue button to submit the changes. Click the \
‘Cancel button to return to the Home Page, all changes will be lost.

Account Type: Corporate

Account Representative (AR)
Corporate Information Information
Employer Identification Number(EIN): #E58558855

First Hame: 4244 MI:A Last Name: A48
Corporate Name: assassaans

Title: AAAA
E-Mail Address: aaasaasass
Recovery Case Mailing Address Phone: s s ext
Address Line 1: AAAAAAAAAA Fax; ssssiuos

Address Line 2@ AAAAAAAAAA
City: AAAAAAAAAA

State: AAAAAAAAAA

Zip Code: 3555

Careol 3

Figure 8-7: Corporate Information

Skip Navigatiol
About This Siter CMS Links Reference Materiak
r )
Corporate Information -» cidhiog
Pt g g t
Help About This Page
An gsterisa () indicates a reguired field
*Employer identification Humber mrnmmmmm
(EIN):
“Corporation Name: ACME

Recovery Case Mailing Address
"Address Line 1: 111 Amywnere Lane

Address Line 2

"Citys ATt
* State: WY El
"Zip Code:

1111 =
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Table 8-2: Corporate Information

Field Description
Employer Identification Displays the corporate Employer Identification Number (EIN)/Tax
Number (EIN) Identification Number (TIN). This nine-digit number cannot be changed or

edited.

Corporation Name

Displays the corporation’s name. Make any necessary changes.

Recovery Case Mailing Address

The information entered in this section of the Corporate Information page should be for the
mailing address at which you have previously received correspondence from the BCRC related to
the recovery case or the address at which you want correspondence directed. This address will be

used to link the account to associated recovery cases. Once this link is established, the level of

authorization that the account can/should have on the case is determined and appropriate MSPRP
functionality for that account is enabled on the MSPRP.

Note: The AM for the account has the ability to associate/add additional recovery case mailing

addresses to an MSPRP account. In order to do this, the AM must update the information stored in
the Recovery Case Mailing Address fields with the information for the new address to be
associated to the account. The AM should only update the recovery case mailing address

information once per day. If the AM updates this information more than once per day, only the

last update will be captured.

Table 8-3: Recovery Case Mailing Address

Field Description

Address Line 1 Displays the first line of the corporation’s business mailing address. Make
any necessary changes.

Address Line 2 Displays the second line of the corporation’s business mailing address. Make
any necessary changes.

City Displays the city where the corporation is located. Make any necessary
changes.

State Displays the state where the corporation is located. Make any necessary
changes to the state by using the drop-down list.
Note: To quickly select a state, type the first letter to scroll to the desired
state.

Zip Code Displays the corporation’s ZIP code. Make any necessary changes to the ZIP
code and four-digit ZIP code suffix.

Previous Command button. Click to return to the prior page.

Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to return to your home page. Any information you
entered will not be saved
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Figure 8-8: Update Corporate Information

Skip Mavigatio

Update Corporate Information Quick Help

‘ Prim inls page

You may edit the Corporate Account information or Account Representative information by didiing on the Edit button
of that section. Y'ou may not change the account type. Click the Continue button to submit the changes. Click the
Canecel button to return to the Home Page, all changes will be lost.

Help About This Page

Account Type: Corporate

Corporate Information Account Representative (AR)

Employer Identification Number(EIN). it Information

Corporate Hame:  aasssassss First Hame: 2244 MI:A Last Name:AAA8
Title: AAAA

E-Mail Address: sas52 aasas

Recovery Case Mailing Address
Address Line 1: AAAAAAAAAA

Phone:

= ext: &=

Fax: ==
Address Line 2: AAAAAAAAAN

City: AAARAARAAAAR

State: AAAAAAAAAA

Zip Code:

| contnve 0 JIRTEIN

5. If you also need to update the AR Information, click the Edit button next to the Account

Representative (AR) Information heading. If you have completed your updates, click
Continue.

The Update Account Representative (AR) Information page appears confirming that your
updates have been made (Figure 8-9).

6. Click Continue to return to your home page to perform another action or click the navigation
Logoff link to exit the MSPRP.

You can update/replace the AR’s name, title, email address, and phone number.

7. Make any necessary changes and click Continue.
The Update Corporate Information page displays the updated information (Figure 8-10).
Note: You must re-enter the AR’s email address in the Re-enter E-mail Address field.

8. Verify your updates and click Continue.

The Corporate Information Update Confirmation page appears confirming that your updates
have been made (Figure 8-11).

9. Click Continue to return to your home page to perform another action or click Logoff to exit
the MSPRP.
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Figure 8-9: Update Account Representative (AR) Information

Update Account Representative (AR) Information » g,
AN BStErisk [7) indicates & reqguined field Halp About This Paga
*AR First Hamse: John MI: "Last Hame:  Do=
*AR Title: Presioent and CEO
*E-mail Address: JDoaYourCompany Com
*Re-enter E-mail Address:
*Phone; == ] - oFE ext
Fax:
Table 8-4: Update Account Representative (AR) Information
Field Description
AR First Name Displays the first name of the AR. Make any necessary changes.
MI Displays the first letter of the AR’s middle name. Make any necessary
changes.
Last Name Displays the surname of the AR. Make any necessary changes.
AR Title Displays the AR’s title. Make any necessary changes.

E-mail Address

Displays the personal email address used by the AR. Make any
necessary changes.

Re-enter E-mail Address

Re-enter the email address for verification purposes.

Phone Displays the AR’s personal phone number. Make any necessary
changes.

Ext. Displays the extension for the AR’s phone number. Make any necessary
changes.

Fax Displays the AR’s fax number. Make any necessary changes.

Previous Command button. Click to return to the prior page.

Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to return to your home page.
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Figure 8-10: Update Corporate Information

Skip Navigation)
About This Site CMS Links

Reference Materials Contact Us

f 3
Update Corporate Information - Erdalizs
Print tis paga
Help About This Page
“ou may edit the Corporate Account information or Account Representative information by clicking on the Edit button
«of that section. ¥ou may net change the account type. Click the Centinue button to submit the changes. Clidk the L _J
‘Cancel butten to return to the Home Page, all changes will be lost.

Account Type: Corporate

Corporate Information Edil Account Representative (AR)

Edil
Employer Identification Number(EIN): s infosnabion
Corporate Mame: Aaaaaasa82 First Name: 2344 MI:A Last Name:AAAA
Title: A%8A

E-Mail Address: 3aaaa aaaa8

Phone: &t ext &

Recovery Case Mailing Address

Address Line 1: AARAAAAARSY
Fax: s

Address Line 2: AAAAAAAAAA

City: AAAARAAKAR

State: AAAAAAAAAR

Zip Code: &2

Concl 3

Figure 8-11: Corporate Information Update Confirmation

About This Site ‘CMS Links

Reference Materisls Contact Us

p
Corporate Information Update Confirmation AuickHelp

-
Print mks page

The corporate information has been updated. Click the Continue butten to return to the Home Page. Print this page for
your records.

Help About This Fage

Account Type: Corporate

Corporate Information

m
=%
=

Account Representative (AR) Edif
Information

Employer [dentification Number[EIN): #85588558 First Mame: AA44 MI:A Last Hame: AAAA
Corporate Name: Aaa88 28588 Title: AAAA

E-Mail Address: aaaasanass

— Phone: s ext: &=
Recovery Case Mailing Address
Address Line 1: AMAAAAAAAA Fax: s

Address Line 2: AAAARAAAAR
City: AAAAAAAAAS
State: AAAAAAAAAN

Zip Code: 55

Conce 3
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8.2.2 Representative Account—Update Account Information

1. Click the Update Account Information link in the Account Settings box on your Account ID

page.
The Update Account Information page appears.

2. Click the Edit button next to the Representative Information or the Representative Mailing

Address section to make changes.

The Update Representative Information page appears with all fields open for editing

(Figure 8-14).

Figure 8-12: Account Settings

'3 !

Account Settings

Update Account Infarmation
Designee Maintenance
Wiew Account Activity

Figure 8-13: Update Account Information

About This Site Reference Materials

Skip Navigatiol

Update Account Information - | Quekrep

Help About This Page
You may edit the Account Rep: ative personal inf: ion or mailing address by clicking on the Edit button of that

section. You may not change the account type or change the beneficiary information that was provided during initial
registraticn. Click the Continue button to submit the changes. Click the Cancel butten to return to the Home Page, all
changes will be lost.

A it Type: Rep

Beneficiary Information
Representative Information
First Name: FIRST MI: M Last Name: LAST Last Name: LAST First Initial: F

SSN: =355

E-Mail Address: AAAA@ALA ALA

Phone: #5423 ext Date of Birth: AAAL & SEE
Fax: H=Rseiaess

Medicare |D: *** &5t

Gender: AAAA

Representative Mailing Address:
Address Line 1 AAAAAAAAAA

Address Line 2:  aaaaaasaas

City: AsfAAAAAAL

State: AAAAAAAARA

Zip Code: ===

Contnie © ISl x|
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3. Make changes as necessary and click Continue to save your changes and return to the Update

Account Information page.

The Update Account Information page displays your updated information (Figure 8-15).

Note: You must re-enter the email address in the Re-enter E-mail Address field before you can

continue to the next page.

4. Click Continue to proceed to the Update Account Information Confirmation page.
The Update Account Information Confirmation page displays the updated information
Figure 8-16).

5. Click Continue to proceed.

The MSPRP Welcome! Page appears. You have now completed this process.

Figure 8-14: Update Representative Information

Skip Navigation

Update Representative Information »

P 5
An asterisk [*] indicates a required fiald
*First Name: Lo M “Last Name: Cos
*E-mail Address: Jooe@ourCompany Com
*Re-enter E-mail Address:
*Phone: =] - o e et
“Fax:
Mailing Address
*Address Line 1: 111 Any Lane
Address Line 2:
*City: Ao
“State: NY [=]
“Zip Code: o]

Table 8-5: Update Representative Information

Field Description

First Name Displays the Representative’s first name. Make any necessary changes.

MI Displays the first initial of the Representative’s middle name. Make any
necessary changes.

Last Name Displays the Representative’s last name. Make any necessary changes.

E-mail Address

Displays the Representative’s personal email address. Make any necessary
changes.

Re-enter Email Address

Re-enter the Representative’s email address a second time for verification
purposes.
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Field Description

Phone Displays the Representative’s personal phone number. Make any necessary
changes.

Ext. Displays the Representative’s phone number extension. Make any necessary
changes.

Fax Displays the Representative’s fax number. Make any necessary changes.

Address Line 1

Displays the first line of the company’s mailing address. Make any necessary
changes.

Address Line 2

Displays the second line of the company’s mailing address. Make any necessary
changes.

City Displays the city where the company is located. Make any necessary changes.

State Displays the state where the company is located.
Note: To revise the state, type the first letter of the state name and then scroll to
the desired state.

Zip Code Displays the company’s ZIP code and four-digit ZIP code suffix. Make any
necessary changes.

Previous Command button. Click to return to the prior page.

Continue Command button. Click to save changes and continue to the next page.

Cancel Command button. Click to return to your home page. Any information you

entered will not be saved.

Figure 8-15: Update Account Information

Skip Navigatio

Quick Help

Update Account Information

Help About This Page
You may edit the Account Representative personal information or mailing address by clicking on the Edit button of that -

section. You may not change the acoount type or change the beneficary information that was provided during initial
registration. Click the Continue button to submit the changes. Click the Cancel button to return to the Home Page, all
changes will be lost.

Account Type: Representative

Beneficiary Information

Representative Information Edil

Firet Mame: FIRST MI:M  Last Name: LAST Last Name: LAST First Initial: F
SEN: T r ey

E-Mail Address: AAAA@DALA ASL
Phone: #8360 305 ext ##%

Fax: oot e

Date of Birth: A48AA #2 S5

Gender: AAA4

Representative Mailing Address:
Address Line 1: AAAA8A88A88
Address Line 2: AssAaanans
City: AAAAAAAAAA
State: AAAAAAAAAA

Zip Code: #2222

[ contnve 0 JICC N
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Figure 8-16: Update Account Information Confirmation

Skip Navigatior|

Update Account Information Confirmation >

The acocount information has been updated. Click the Continue button to return to the Home Page. Print this page for
your records.

Account Type: Representative

Beneficiary Information
Representative Information

First Name: FIRST MI: M Last Name: LAST Last Name: LAST Firstinitial: F
SSH; **eses iy

E-Mail Address: AAAA@AAS AAA

Phone: 5 #5858 ext 3 Date of Birth: AAAA 5 #HE5F

- dpies seee s
Fax Gender: AAAA

Representative Mailing Address:

Address Line 1; AAAAAAAN
Address Line 2: AAAAAAAN
City: AAAAA

State: AAAA

Zip Code: #5585

8.3 Designee Maintenance

ADs assist the AM with the case recovery process. An AM may, but is not required to, invite
individuals to register as an AD and become users of the MSPRP associated with their account.
Each MSPRP account may have multiple ADs. The number of ADs associated with one MSPRP
account is dependent on the account type. Corporate accounts may have up to 200 ADs.
Representative accounts may have up to five ADs.

If you want to change the role of an AD on an existing account to an AM, you can do so by
contacting an Electronic Data Interchange (EDI) representative by phone at 646-458-6740 or by
email at: COBVA@GHIMedicare.com for assistance.

The AM can perform the following Designee Maintenance functions using the Designee
Maintenance link in the Account Settings box:

e Addan AD to an account.
e Delete an AD from an account.
e [Edit information for an unregistered AD.

e Regenerate an invitation email with a token link for an AD’s registration.

Note: An AM will grant/revoke an AD access to a case from the Case Listing page
(Section 12.2.4).
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8.3.1 Add a Designee to an Account

An AD must be invited by the AM in order to obtain a login ID and gain access to your account
on the MSPRP. (Note: An individual may be an AD for multiple accounts.)

To add a designee to your account, your AM must perform the following steps:

1.
2.

Log in to the MSPRP.

On your home page, click the Designee Maintenance link in the Account Settings box your
Account ID page.

The Designee Listing page appears (Figure 8-18). This page lists all designees that have been
invited or assigned to the account.

The Designee Listing page also lists the total number of ADs for the account. By default, the
list is sorted by last login date, and then last name. You can click the Last Name, Status, and
Last Login Date column headers to search (by last name), sort, and filter the designees.

Click Add Designee to add a new designee to the account.
The Designee Information page appears (Figure 8-19).

Note: You can print a list of the designees by clicking the Print this page link in the upper
right corner. To return to your home page without making any changes, click Cancel.

Figure 8-17: Account Settings

Account Settings

Update Account Infarmation
Designee Maintenance
Wiew Account Activity
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Figure 8-18: Designee Listing

Chapter 8: Account Settings

Designee Listing -

This page provides the Designee(s) information for the individuals you have assigned to the account.

the Account Manager cannot make changes to the Designee information other than deleting the Designee from the account.

To make changes to the account of a particular Designee listed, select the link on the individual's last name. To delete a
Designee select the Delete function to the left of the individual's name. Use the Add Designee function to include an
individual as a designee. Individuals added as designees will receive an e-mail notifying them that they have been invited to
be a designee for the account.

Selecting Cancel will return you to the Home Page.

Total Mumber of Account Designees: 6

Clear Filters

Delete Last Name ~» First Name Email Address Passphrase Status ¢ LastLogin Date ~
Search v v

X Last First Jjohn-j@company.com Pending

X Last First john-i@company.com Pending

)( Last First first-l@company.com Active 03/15/2019

X Last First first-l@company.com Active 04/01/2019

)( Last First first-l@company.com Active 04/28/2019

X Last First jane-s@company.com Active 05/05/2019

Cancel [
- J

An Account Manager can only make changes to a pending Designee. Once the Designee has registered and has a Login 1D,

| Quick Help

Help About This Page

Table 8-6: Designee Listing

Field Description

Clear Filters

This button removes sorted and filtered values and redisplays the original
default values.

Delete (Icon)

Click the Delete icon (X) to delete the AD.

Last Name Displays the last name of the AD.
Note: Searchable and filterable column: click the arrows in the header to sort
or reverse the sort order; type a search term into the box at the top of the
column to filter for names beginning with that value.

First Name Displays the first name of the AD.

Email Address Displays the email address of the AD.

Passphrase Displays the passphrase created by the AM that will be used by the AD to
register for an account.

Status Displays the status of the AD registration. Possible values:

Pending
Active
Locked
Expired
Revoked

Note: Sortable and filterable column: click the arrows in the header to sort or
reverse sort order; click the drop-down menu at the top of the column to show
only designees with that status.
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Field Description
Last Login Date Indicates the last date the designee logged in to an account in any COBSW
application. Sortable and filterable. Filter range values include:
0 to 14 days inactive
15-29 days inactive
30-44 days inactive
45+ days inactive
Note: This list automatically sorts blank values to the top.
Add Designee This button displays the Designee Information page and begins the process of
adding a new AD.
Cancel This button cancels the process and displays the Account List page.

Figure 8-19: Designee Information

Skip Navigation

Designee Information > Quick Help

Help About This Page
Please click the Continue buiton to check the E-Mail Address of & potential designes. To cancel and return to the Designes B
Listing page, click the Cancal bultan.
An asterisk () indicales a required field. We ask fod the E-mail address 1o verify if the person is cumenlly a regislanad user.
“Designee E-mail Address:

“Re-enter Designee E-mail Address:

| Continu '). Cancel £

4. Enter and re-enter the email address of the AD you wish to invite and click Continue. To

return to the Designee Listing page without adding a designee, click Cancel.

After clicking Continue, the system determines if the designee is already a registered user
based on the email address entered. If the entered email address is not matched to a registered
user, the Designee Invitation page appears (Figure 8-20).

Note: An existing registered user can be an AD for your Account ID as long as they are not
already registered as an AR.

Note: If the entered email address is matched to a registered designee for a different Account
ID, the designee is automatically registered to be a user for your account, and they will not
have to create another login ID. They will receive an email from the MSPRP notifying them
that they have been designated as an AD for your account. Once they receive this email, they
can log in to the MSPRP using their existing login ID and password and complete tasks related
to your account. If the entered email address is matched to a registered AM or AR, the system
will not allow you to proceed with the invitation.

8-17



MSPRP User Guide Chapter 8: Account Settings

5. When the Designee Invitation page appears, enter the required information in the fields
provided.

The passphrase should be a short case-sensitive phrase of your creation, up to 30 characters.
After you complete the invitation process, contact your designee and provide them with the
passphrase. They will need to enter it exactly as you did when they follow the token link in
their invitation email to register for the MSPRP. Do not share the passphrase with anyone else.
It will not be sent to the designee in the invitation email. You must give it to them outside the
system.

6. Once you have entered the required fields, click Continue.

The Designee Confirmation page appears (Figure 8-21). This page confirms that the invited
designee has been invited to be a user for your account.

7. Click Continue to proceed.

The Designee Listing page appears (Figure 8-18). The new designee is listed, with a status of
Pending.

8. Click Add Designee to invite additional users to become an AD or click Cancel to exit this
page and return to your home page.

Figure 8-20: Designee Invitation

Designee Invitation - Quick Help

Help About This Page
Please provide the name and a pass-phrase for the designee o enter during the regisiration process.

An astenisk (7) mdicates a required figld,

“Designee First Nama:
“Designee Last Name:
“Passphrase:

“Re-enter Passphrase:

(@ Frevous § Contrue 0 BRI

Table 8-7: Designee Invitation

Field Description

Designee First Name Enter the designee’s first name.

Designee Last Name Enter the designee’s last name.

Passphrase Enter a passphrase that you will assign to the designee.

Re-enter Passphrase Enter the assigned passphrase a second time for verification purposes.
Previous Command button. Click to return to the Designee Information page.
Continue Command button. Click to save changes and continue to the next page.
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Field Description

Cancel Command button. Click to cancel changes and return to the prior page.

Figure 8-21: Designee Confirmation

Skip Navigation|

Designee Confirmation ». Quick Help

mil this page
Help About This Page
The fallewing Designee has been successfully added to the account. The designes will receve an email nofifying them that
they hawe been invited to bacome a designes on the Account and may access the Account information by logging into the
MSPRP Weabsite. If the invitad Designes is nol curmenlly a regislarad user, please conlact the Designes and provide them
with passphrase you crealed. the passphrase s necassary for them to complete reqistration.

Click the Continue button o retumn to the Designee Listing page.

Designee First Name: Jane
Designes Last Name: Lewis
Designes E-Mail: sadams@gmail com

Cantinue »

8.3.2 Delete a Designee from an Account

1.

On your home page, click the Designee Maintenance link in the Account Settings box on your
Account ID page (Figure 8-17).

The Designee Listing page appears (Figure 8-18). All designees associated with the account
are listed.

Note: To help determine which current designees should be deleted because of long inactivity
on an account, sort or filter the Last Login Date column on this page.

To delete a designee, click the Delete [X] icon next to the applicable designee name.
The Delete Designee Confirmation page appears (Figure 8-22).

If you do not want to delete the selected designee, click Cancel to return to the Designee
Listing page. The AD will still be listed, and their status will be unchanged.

If you do want to delete the selected designee, click Continue.

The system disassociates the AD from the account. The Designee Listing page appears again
without the AD who was just deleted. This removes the AD from this account ID only, but
they will retain access to any other account ID with which they are currently associated.
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Figure 8-22: Delete Designee Confirmation

Skip Mavigation

Delete Designee Confirmation » Quick Help

i this page

Help About This Page
Please click on the Confinue button to confirm your dedete request for this Account Designee. This will remove the individual
from this Account ID only. The Designee will no longer have access fo this Account 1D but will retain access fo any other
accounts fo which they are currently associated

Click on the Cancel butten to refum to the Designee Listing page without deleting this Account Designee

Designes First Name: Jang

Designes Last Name: Lewis

Designee E-Mail: sadams@gmail.com
[ Conirue 0 JERCL N>

8.3.3 Edit Designee Information

An AM can edit a designee’s personal information as long as the designee status is equal to

Pending. ADs in Pending status have not yet registered on the MSPRP. Once a designee has
registered and their status has been changed to Active, the AM can only view the designee’s
personal information.

1.

On your home page, click the Designee Maintenance link in the Account Settings box on your
Account ID page (Figure 8-17).

The Designee Listing page appears (Figure 8-18).
Click the last name of the designee in pending status whose information you wish to update.
The Update Designee Information page appears and is open for editing (Figure 8-23).

Revise information as necessary and click Continue. You will need to re-enter the designee
email address and passphrase.

The Designee Confirmation page appears with the updated designee information
(Figure 8-24).

Click Continue to return to the Designee Listing page.
The Designee Listing page appears again with the list of designee names (Figure 8-18).
Click Cancel to return to your home page.

To edit information for another designee registered to this account ID, click the designee’s last
name, and follow these previous steps.
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Figure 8-23: Update Designee Information

Listing page, click the Cancal bultan.

An astensk (7) mdicates a required field

‘Designes First Name:
‘Designes Last Name:
‘Designee E-mail Address:

“Re-enter Designee E-mail
Address:

‘Passphrase: tast

‘Re-enter Passphrase:

Update Designee Information = ...

Please click the Continue bufton to update the information of a pofential designee. To cancel and return to the Designes

Jennifer

Regenerate foken. Check thiz box i another invitation e-mail must be zent to the Designze

Skip Navigation

Quick Help

int Tz pags

Help About This Page

Lesm

Table 8-8: Update Designee Information

Field

Description

Designee First Name

Displays the designee’s first name. Make changes as necessary.

Designee Last Name

Displays the designee’s last name. Make changes as necessary.

Designee E-mail Address

Displays the designee’s email address. Make changes as necessary.

Re-enter Designee E-mail
Address

Does not display the designee’s email address. You will need to re-enter
the designee’s email address for verification purposes. Make sure that this
email address is the same as the email address entered in the Designee E-
mail Address field.

Passphrase

Displays the designee’s passphrase. Make changes as necessary.

Note: If you change this passphrase, you will need to notify the designee of
the new passphrase so they can register.

Re-enter Passphrase

Does not display the designee’s passphrase. You will need to re-enter the
designee’s passphrase for verification purposes. Make sure that this
passphrase is the same as the passphrase entered in the passphrase field.

Regenerate token. Check this
box if another invitation e-mail
must be sent to the Designee.

Select this checkbox to regenerate the token and invitation email. This
information will be sent to the designee for registration to the MSPRP.

Continue

Command button. Click to save changes and continue to the next page.

Cancel

Command button. Click to cancel changes and return to the Designee
Listing page.
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Figure 8-24: Designee Confirmation

Skip Mavigation

Designee Confirmation » Quick Help
Print ks g2

Help About This Page
The following Designee has been successfully added to the account. The designee will receive an email notifying

them that they have been invited to become a designee on the Account and may access the Account information by
logging into the MSPRFP Website. If the invited Designee is not cumently a registered user, please contact the Designes
and provide them with passphrase you oreated; the passphrase is necessary for them to complete registration.

Clidk the Gentinue button to return to the Designee Listing page.

Designee First Name: AAA4A
Designee Last Hame: AAAA
Designee E-Mail: .»‘\»‘\»‘\»‘\..-‘\-‘\-‘\-‘\@:‘\»‘\»‘:\..-‘\-‘\-‘\

8.3.4 Regenerate Invitation Email

When the AM invites a person to be an AD, an email is generated and sent to the intended
designee informing them of the invitation. The email includes a token link for the user to access

the MSPRP site and self-register as an AD.

If the intended designee has misplaced or deleted the invitation email, or if the designee has not
registered within 30 days, the AM can regenerate the invitation email, allowing the intended AD

to self-register.

Note: The previously generated token link will not work once a new email is generated. Invitation
emails can only be regenerated for designees in Pending status. The email will come from
DoNotReply@cob.hhs.gov. Inform your designee to allow email deliveries from this address.

1. On your home page, click the Designee Maintenance link in the Account Settings box on

your Account ID page (Figure 8-17).
The Designee Listing page appears (Figure 8-18).

2. Click the last name of the designee who needs the email regenerated.

The Update Designee Information page appears, with the designee’s personal information

open for editing (Figure 8-25).
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Figure 8-25: Update Designee Information

Skip

Update Designee Information - Quick Help

Frint Tiks. peg=
Help About This Page
Please dlick the Continue button to update the information of a2 polential designee. To cancel and refurn to the Designes
Listing page, click the Cancel bulton.

An asterisk (7) indicates a requirad field

‘Designee First Name: Jennifer
‘Designee Last Name:
‘Designee E-mail Address: ‘Leom

“Re-enter Designee E-mail
Address:

‘Passphrase: taat
‘Re-enter Passphrase:

al Regenerate oken. Check this box if another invitation e-mail must be sent to the Designas

Continue B Cancel £
—_—

3. Enter the designee’s email address and passphrase, select the Regenerate token checkbox, and

click Continue.

The Designee Confirmation page appears. The system re-generates the invitation email and

sends it to the registered email address for the Account Designee.

4. Click Continue to return to the Designee Listing page.
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Figure 8-26: Sample of Re-Generated Email Invitation

Designee Invitation

DoNotReply@cob.cms.hhs.gov
Thu 5/10/2012 3:58 PM

ASBASMEANS AL
AAA AAAGDALA AL

*** PLEASE DONOT REPLY TO THIS EMAIL ***

Dear Name:

You have been invited by: First Last, for Account ID: 99999, to participate in the
Medicare Secondary Paver Recoverv Portal (MSPEP) web portal process. Please follow
this link to register: https/qua cob cms hhs gov/MSPEP/designeeR egistration?

token=pZ DiwwMBtwwMbw. If vou have already registered, please visit the Medicare
Secondarv Paver Recovery Portal Welcome Page at htips://qua.cob.cms.hhs gov/MSPEP/
to login.

For anv questions or problems please contact the person named in the paragraph above.

This electronic message transmission is intended only for the person or entity to which it
is addressed and mav contain information that is privileged, confidential or otherwise
protected from disclosure. If vou have received this transmission, but are not the
intended recipient, vou are herebwv notified that anv disclosure, copving, distribution or
use of the contents of this information is strictly prohibited. If vou have received this e-
mail in error, please contact the Electronic Data Interchange (EDI) Department at (646)
458-6740 and delete and destrov the original message and all copies.

8.4 View Account Activity

Users may view account activity for the MSPRP account for which they are registered. The Case
IDs displayed will either be the “BCRC Case ID” (BCRC beneficiary cases) or “CRC Recovery
ID” (Commercial Repayment Center [CRC] insurer cases).

1. To view activity associated with your account, log in to the MSPRP from your Account ID